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1 Document Revision History

Version Date Descriptions

Ver. 1.0.0 1AUG2019 Initial Release
Add AT+CWCOUNTRY_CUR, AT+CWCOUNTRY_DEF, AT+SYSIOSETCFG,
AT+SYSIOGETCFG, AT+SYSGPIODIR, AT+SYSGPIOWRITE, AT+SYSGPIOREAD, Pin List,
AT+CIPSERVERMAXCONN, AT+CWSTARTSMART, AT+CWSTOPSMART, NOTE of

Ver.1.0.1 14AUG2019 UART_CUR(PA1),
Modify return value of AT+CIFSR, description of AT+SAVETRANSLINK, option of
AT+CWLAP and AT+CWLAPOPT(adding wps parameter), AT Command Overview,
description of AT+RESTORE, description of CIPAPMAC(not change the value)
Renewal Layout

Ver. 1.0.2 20AUG2019
Add AT+WPS, AT+SLEEP, AT+GSLP
Add MQTT commands

Ver.1.0.3 23AUG2019 o
Add description of AT+CIPSTART SSL

Ver.1.0.4 16SEP2019 Modify typing error

Ver.1.0.5 140CT2019 Modify CWMODE Factory Default
Add Azure commands, AT+SSLCCONF command and AT+CASEND command.

Ver. 1.0.6 160CT2019 Modify typing error
Add Command History
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2 AT Command Overview

2.1 AT Command Format

AT command = Of2{ 2t ZH2 Type O|H, & command 7} W|7tX| B 2 Cf X| JSHA| 24 =CF

Test Command AT Module O| normal transmission 91 X| ZtQIS}L},

e MXS =]
Set C ; AT+<command>=<para0>,<paral> Parameter (= 270ttt 2 command EZ
et Comman

,-.,<paran> parameter O| $== C}2 L},
Query Command  AT+<command>? Y50 A= E7 parameter gtS 2O
Execute Command  AT+<command> E 7 function 2 ASH3SICY,

Note:

1. AT command = LfZX}O/H, AT 2 A/Z}Sf 11 CR LF(=0x0A 0x0D) O =2 Z L},

2. <command> = 2}219/ H2I0/ 5 £ o/0/3H ). O£ = 0f, <command>,=RST Lf CWMODE_CUR
50/ 5+ 2t

3. ATcommand &= 02 7}9/ parameter £ 7} & 3+ QIO H, Z}ZFO/ parameter =2 &84 ZXf 0/
Fo20 L)

4. Optional parameters = LfZ2'S [ |2 # 7/ EIC) O/ 712 ERofX] Y7 L) LIEILIX] YE &+
olon YEEN Y2 B HEges HE T

5. String parameters = Z 2 H & H7[5t0f A2 EIC}.
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2.2 Response Format

AT Command Of CH 3} Return values = CtS 1 ZHC}.

ERROR

Error Messages
ALREADY CONNECTED

SEND FAIL

OK

+<Command>: <paral>, ..,<paran>

>
il
il

!

S

K| JBx] Qe AT HEHO|AL

Il

Th2rolE 7 o 3 2| AT

TCP, UDP, SSL connection O] 0|O0] ¥Z&|0f
ULE.
Network Data 70| A I} s} @C}.

Set command 7} & ™o 2 AlSHE|QiC},

Query EE = Execute Command 7} HAIX O 2

AlSH| 9 11 parameter Zf S-S EtElstCt.

OK —_ =
SEND OK Network Data M£0| 433 %L}t
Success
Message
Query EE= Execute Command 7} HMHO 2
AlsH Ex JtES H} S5O
<description> El M—l— = 'O HAE = [iin el |'
<description>2 Etetk|= IES 2|0/,
OK .
BtEle 252 279 command 2
Ct2C}.
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2.3 List of Messages

command | CH$t return ot H =2 Of2jof M A|X| 7t return =IC

ready AT firmware 7} =H| =

WIFI CONNECTED WizFi360 Station O| AP 2 ¢4 =

WIFI GOT IP WizFi360 Station O| AP 25 E{ IP & & & 22
WIFI DISCONNECTED WizFi360 Station O| AP 22 E{°o| HZH0| B4

Busy sending. WizFi360 O| O| M input 2 & & 0|22 MZ& input 0

busy s...
sEg =+ otk
Busy processing. WizFi360 O| O|% input € K| & O|EZ2 MEL
busy p...
input Off SEE 4= glCt
<Link ID>, CONNECT <Link ID>7} Network 0f &=l
<Link ID>, CLOSED <Link ID>7} Network 2} H<0| &2
+IPD Network G| O| E{ =4l
+STA_CONNECTED: <mac> WizFi360 SoftAP Of Station O] &4 =
+DIST_STA_IP: <mac>, <ip addr> WizFi360 SoftAP 7| ¢4 &=l Station O A IP & & E&t
+STA_DISCONNECTED: <smac> WizFi360 SoftAP Of &4 | H Station o] (40| &4
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2.4 Enter AT normal transmission mode

WizFi360 2 Normal transmission mode 2} transparent mode 7} Q! C}.
WizFi360 O| Normal transmission mode 2 &t &t 42 AT Command S £=8 3L} Normal transmission mode =
AT\r\n 2 & = \r\nOK\r\n = return 2FO} = OIGHC},
WizFi360 O| transparent mode 2| 4% AT Command = S&tSX| &=L} Peer 2} §|O|E{ £4=A10t 7155},
"+++"E Ql2ak 42 Normal transmission mode 2 T =+SHCT
Note:
1. TCP EAI0/ HZ L/0/ /O transparent mode 2 S&tof 1 S &2 Normal transmission mode 2
DA 52 5 AL BolA
2. “+++" ZE A 2 HLX O Z Serial £ F5ff £0/90f 6}, F O/ 1 XIf A/ H SEE/AT FZ0] L)f o
sg2 8+ A Hrt

3. WizFi360 9/ default mode = Normal transmission mode O/Lf.
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3 AT Command Description

AT Command list

AT Tests AT Startup
AT+RST Restarts the module
AT+GMR Checks Version Information
AT+GSLP Enters Deep-sleep Mode
ATE AT Commands Echoing
AT+RESTORE Restores the Factory Default settings
System AT+UART_CUR Current UART Configuration; Not saved to Flash
control
commands AT+UART_DEF Default UART Configuration; Saved in the Flash

AT+SLEEP Configures the Sleep Modes
AT+SYSIOSETCFG Configures 10 Working Mode
AT+SYSIOGETCFG Checks 10 Working Mode
AT+SYSGPIODIR Configures the Direction of a GPIO
AT+SYSGPIOWRITE Configures the GPIO Output Level
AT+SYSGPIOREAD Reads the GPIO Input Level
AT+CWMODE_CUR Sets the Current WiFi mode; Not Saved in the Flash
AT+CWMODE_DEF Set the operation mode, Save to Flash
AT+CWIJAP_CUR Connects to an AP; Configuration Not Saved in the Flash
AT+CWIJAP_DEF Connects to an AP; Configuration Saved in the Flash
AT+CWLAPOPT Sets the Configuration for the Command AT+CWLAP
AT+CWLAP Lists Available APs

WiFi AT+CWQAP Disconnects from the AP

command AT+CWSAP_CUR Configures the WizFi360 SoftAP; Configuration Not Saved in the Flash

AT+CWSAP_DEF Configures the WizFi360 SoftAP; Configuration Saved in the Flash
AT+CWLIF IP of Stations to Which the WizFi360 SoftAP is Connected
AT+CWDHCP_CUR Enables/Disables DHCP; Configuration Not Saved in the Flash
AT+CWDHCP_DEF Enables/Disables DHCP; Configuration Saved in the Flash

Sets the IP Address Allocated by WizFi360 SoftAP DHCP; Configuration Not
AT+CWDHCPS_CUR
Saved in Flash
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AT+CWDHCPS_DEF

AT+CWAUTOCONN

AT+CIPSTAMAC_CUR

AT+CIPSTAMAC_DEF

AT+CIPAPMAC_CUR

AT+CIPAPMAC_DEF

AT+CIPSTA_CUR

AT+CIPSTA_DEF
AT+CIPAP_CUR
AT+CIPAP_DEF
AT+CWSTARTSMART
AT+CWSTOPSMART
AT+WPS
AT+CWHOSTNAME
AT+CWCOUNTRY_CUR
AT+CWCOUNTRY_DEF
AT+CIPSTATUS
AT+CIPDOMAIN
AT+CIPSTART

AT+CIPSSLSIZE

Sets the IP Address Allocated by WizFi360 SoftAP DHCP; Configuration Saved in
Flash

Auto-Connects to the AP or Not

Sets the MAC Address of the WizFi360 Station; Configuration Not Saved in the
Flash

Sets the MAC Address of the WizFi360 Station; Configuration Saved in the Flash

Sets the MAC Address of the WizFi360 SoftAP; Configuration Not Saved in the
Flash

Sets the MAC Address of the WizFi360 SoftAP; Configuration Saved in the Flash

Sets the Current IP Address of the WizFi360 Station; Configuration Not Saved in
the Flash

Set the static IP of WizFi360 Station, Saved to Flash

Sets the IP Address of the WizFi360 SoftAP; Configuration Not Saved in the Flash
Sets the IP Address of the WizFi360 SoftAP; Configuration Saved in the Flash
Start SmartConfig

Stop Smart Config

Enables the WPS Function

Configures the Name of WizFi360 Station

Set WiFi Country Code of WizFi360; Configuration Not Saved in the Flash
Set WiFi Country Code of WizFi360; Configuration Saved in the Flash

Gets the Connection Status

DNS Function

Establishes TCP Connection, UDP Transmission or SSL Connection

Sets the Size of SSL Buffer

AT+SSLCCONF Sets Configuration of WiFi360 SSL Client
AT+CASEND Sets the SSL certificate
TCP/IP
AT+CIPSEND Send data
command
AT+CIPSENDEX Sends data when length of data is <length>, or when \0 appears in the data
AT+CIPSENDBUF Writes Data into the TCP-Send-Buffer
AT+CIPBUFRESET Resets the Segment ID Count
AT+CIPBUFSTATUS Checks the Status of TCP-Send-Buffer
AT+CIPCHECKSEQ Checks If a Specific Segment Was Successfully Sent
AT+CIPCLOSE Closes the TCP/UDP/SSL Connection
WizFi360 AT command 9/65
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AT+CIFSR Gets the Local IP Address
AT+CIPMUX Enable or Disable Multiple Connections
AT+CIPSERVER Deletes/Creates TCP Server

AT+CIPSERVERMAXCONN  Set the Maximum Connection Number Allowed by Server

AT+CIPMODE Sets transmission mode

AT+SAVETRANSLINK Saves the Transparent Transmission Link in Flash;

AT+CIPSTO Sets the TCP Server Timeout

AT+CIUPDATE Update the Firmware

AT+PING Ping Packets

AT+CIPDINFO Shows the Remote IP and Port with +IPD

+IPD Receive Network Data

AT+CIPSNTPCFG Sets the Configuration of SNTP

AT+CIPSNTPIME Checks the SNTP Time

AT+CIPDNS_CUR Sets User-defined DNS Servers; Configuration Not Saved in the Flash
AT+CIPDNS_DEF Sets User-defined DNS Servers; Configuration Saved in the Flash
AT+MQTTSET Sets the Configuration of MQTT connection

AT+MQTTTOPIC Sets the Topic of Publish and Subscribe

AT+MQTTCON Connects to a Broker

AT+MQTTPUB Publish a message

AT+MQTTDIS Disconnects from a Broker

AT+AZSET Sets the Configuration of Azure loT Hub connection

AZ+CON Connects to a Azure loT Hub
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3.1 System Control Commands

3.1.1 Tests AT Startup

Execute command

Commands AT

Response OK

3.1.2 AT+RST: Restarts the module

Execute command

Commands AT+RST

Response OK

3.1.3 AT+GMR: Checks Version Information

Execute Command

Commands AT+GMR

<AT version info>
<SDK version info>

Response <compile time>

OK

<AT version info>: AT version0f| 25t HH.
Parameter <SDK version info>: SDK version Of 2tst HE.

<compile time>: BIN compile time.

AT+GMR

AT version:1.0.1.0(Jun 6 2019 17:49:31)
Example SDK version:3.0.0(a0ffffof)

compile time:Jun 6 2019 17:49:31

OK

3.1.4 AT+GSLP: Enters Deep-sleep Mode

Set Command

Commands AT+GSLP=<time>
[
Function WizFi360 2 <time>A|Zt-Z Ot Deep-sleep 2 0f 7 Of kC}.
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Response OK

Parameter <time>: WizFi360 2| sleep A|Z}. B 2| = 1000~65535 ms O|LC}.

AT+GSLP=3000
Example
OK

3.1.5 ATE: AT Commands Echoing

Execute command

Commands ATE
Response oK
Parameter ATEO: echo off
ATE1: echo on.
e 0| Command = command echo £ trigger 57| ¢} At& & L. ATE command 7t AFEE 42

Q2 & command = C}A| return =IC}

3.1.6 AT+RESTORE: Restores the Factory Default settings

Execute command

Commands AT+RESTORE[=<type>]

Response OK
<type>:
Parameter « 0: Station mac address £ 2 3tLC}. (default)

‘LRENEE BT

Not 0| command += flash 0Off &L O Q= Station mac address EE = 2= A S factory default
ote

o2 ERSICL EESH 0| Command 7+ A E! I module 2 reset =ICF

3.1.7 AT+UART_CUR: Current UART Configuration; Not saved to Flash

Query command Set Command

AT+UART_CUR=<baudrate>,<databits>,<stop
b — ’ ’
colmmands AT+UART_CUR: bits>,<parity>,<flow control>

+UART_CUR:<baudrate>,<databits>,<stop

bits>,<parity>,<flow control>
Response panty OK

OK
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Default Value

Parameter

Note

Example

115200,8,1,0,0

<baudrate>: UART baud rate
2000000, 1500000, 1000000, 921600, 460800, 230400, 115200 (factory default), 57600, 38400,
19200, 14400, 9600, 4800, 2400, 1800, 1200, 600
<databits>: data bits
e 5: 5-bit data
® 6: 6-bit data
e 7: 7-bit data
¢ 8: 8-bit data (factory default)
<stopbits>: stop bits
¢ 1: 1-bit stop bit (factory default)
e 2: 2-bit stop bit
<parity>: parity bit
¢ 0: None (factory default)
e 1: 0dd
e 2: Even
<flow control>: flow control
* 0: disable RTS/CTS flow control (factory default)
¢ 1: enable RTS/CTS flow control

» O] 22 flash Of] M| X| Q=L
e 0| command = WizFi360 2| PA1 Pin 1} ¥4 =l C} PA1 Pin O] 3 & S0t low level O] E 4 O]
command 9| parameter 7} default 4} 2 2| =IC}.

o OFOF hardware flow control O enable E Z-$ user device 2} WizFi360 2| flow control pin &
AASICE RFA| S AFEEE WizFi360 2 &F 1 6}H2}.

AT+UART_CUR? AT+UART_CUR=115200,8,1,0,0
+UART_CUR:115200,8,1,0,0

OK
OK

3.1.8 AT+UART_DEF: Default UART Configuration; Saved in the Flash

Commands

Response

Default Value

Parameter

= < i
AT+UART DEF? A.T+UART_.DEF <baudrate>,<databits>,<stop
- bits>,<parity>,<flow control>
+UART_DEF:<baudrate>,<databits>,<stop
bits>,<parity>,<flow control> oK

OK
115200,8,1,0,0

<baudrate>: UART baud rate
2000000, 1500000, 1000000, 921600, 460800, 230400, 115200 (factory default), 57600, 38400,
19200, 14400, 9600, 4800, 2400, 1800, 1200, 600
<databits>: data bits
¢ 5: 5-bit data
® 6: 6-bit data
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e 7: 7-bit data
¢ 8: 8-bit data (factory default)
<stopbits>: stop bits
¢ 1: 1-bit stop bit (factory default)
e 2: 2-bit stop bit
<parity>: parity bit
¢ 0: None (factory default)
e 1: 0dd
e 2: Even
<flow control>: flow control
* 0: disable RTS/CTS flow control (factory default)
e 1: enable RTS/CTS flow control

g2 flash Off K& ECF
o

0]
BFOF hardware flow control O] enable E Z2 user device 2} WizFi360 2| flow control pin &

Note .

of
XA ZABICE. KEM|SH AFSHS WizFi360 S At T3} 2},

AT+UART_DEF? AT+UART_DEF=115200,8,1,0,0
Example +UART_DEF:115200,8,1,0,0
OK
OK

3.1.9 AT+SLEEP: Configures the Sleep Modes

! Query Command Set Command
[

Commands AT+SLEEP? AT+SLEEP=<sleep mode>

+SLEEP:<sleep mode>
Response OK
OK

<sleep mode>:
¢ 0: disables sleep mode

Parameter e 1: Light-sleep mode
¢ 2: Modem-sleep mode (factory default)
AT+SLEEP? AT+SLEEP=1
Example +SLEEP:2
OK
OK
Note e 0] command &= Station mode 0| A At EIC}

3.1.10 AT+SYSIOSETCFG: Configures 10 Working Mode

Commands AT+SYSIOSETCFG=<pin>,<mode>,<pull-up>
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Response OK

<pin>: 10 pin number
<mode>: 10 mode

3 RESERVED GPIOPA_0
6 RESERVED GPIOPB_6
7 UART1_CTS  GPIOPB_9
9 RESERVED GPIOPB_15
10 RESERVED GPIOPB_18
11 RESERVED GPIOPB_13
Parameter 12 RESERVED GPIOPB_14
13 RESERVED GPIOPB_17
14 RESERVED GPIOPB_16
16 UART1_RTS  GPIOPB_10
19 RESERVED GPIOPB_7

20 RESERVED GPIOPB_8

<pull-up>:
¢ 0: Disable pull-up
e 1: Enable pull-up

AT+SYSIOSETCFG=12,1,0
Example
OK

3.1.11 AT+SYSIOGETCFG: Checks 10 Working Mode

Commands AT+SYSIOGETCFG=<pin>

+SYSIOGETCFG:<pin>,<mode>,<pull-up>
Response
OK

<pin>: |10 pin number
<mode>:

* 0: default mode

Parameter ¢ 1: GPIO mode
<pull-up>:
* 0: Disable pull-up
* 1: Enable pull-up

AT+SYSIOGETCFG=12
Example +SYSIOGETCFG:12,1,0

OK
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3.1.12 AT+SYSGPIODIR: Configures the Direction of GPIO

Commands AT+SYSGPIODIR=<pin>,<dir>

OK
Response NOT GPIO MODE!
ERROR
Note 10 pin mode 7} GPIO mode 7} Ot 22 command = "NOT GPIO MODE!" £ return StC}.

<pin>: 10 pin number
<dir>:

Ll « 0: input mode A4 (2+2F GPIO 7} input mode & AR A= 2 £ pull-up EIC})
e 1: output mode A
AT+SYSIOSETCFG=12,1,1
OK
Example

AT+SYSGPIODIR=12,0

OK

3.1.13 AT+SYSGPIOWRITE: Configures the GPIO Output Level

‘ Set command

Commands AT+SYSGPIOWRITE=<pin>,<level>

OK
Response NOT GPIO MODE!
ERROR

Note 10 pin mode 7} output mode 7} O} 2 42 command &= "NOT OUTPUT MODE!" & return 3L}

<pin>: 10 pin number
<level>:

PRI * 0: low level 47

* 1: high level &7
AT+SYSIOSETCFG=12,1,1
OK
Example

AT+SYSGPIODIR=12,0

OK

WizFi360 AT command 16 / 65



@IZnet

3.1.14 AT+SYSGPIOREAD: Reads the GPIO Input Level

-
[

Commands AT+SYSGPIOREAD=<pin>

+SYSGPIOREAD:<pin>,<dir>,<level>
Response OK

NOT GPIO MODE!
ERROR

Note 10 pin mode 7} GPIO mode 7} Of2 A command = "NOT GPIO MODE!" £ return $}tC}.

<pin>: 10 pin number
<dir>:

* 0: input mode

Parameter * 1: output mode
<level>:

* 0: low level

« 1: high level
AT+SYSIOSETCFG=12,1,1
OK
AT+SYSGPIODIR=12,0
Example OK
AT+SYSGPIOREAD=12
+SYSGPIOREAD:12,0,1

OK
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3.2 WiFi command

3.2.1 AT+CWMODE_CUR: Sets the Current WiFi mode; Not Saved in the

Flash
- Query command Set Command
[
Commands AT+CWMODE_CUR? AT+CWMODE_CUR=<mode>

+CWMODE_CUR:<mode>

Response OK
OK
<mode>:
« 1: Station mode
Parameter
« 2: SoftAP mode (factory default)
« 3: Station + SoftAP mode
AT+CWMODE_CUR? AT+CWMODE_CUR=1
Example AT+CWMODE_CUR:1
OK
OK
Note O| ™2 flash Of &L K| =L}

3.2.2 AT+CWMODE_DEF: Set the operation mode, Save to Flash

! Query command Set Command

Commands AT+CWMODE_DEF=? AT+CWMODE_DEF=<mode>

+CWMODE_DEF:<mode>
Response oK
OK

<mode>:

« 1: Station mode

Parameter
* 2: SoftAP mode (factory default)
« 3: Station + SoftAP mode
AT+CWMODE_DEF? AT+CWMODE_DEF=1
Example +CWMODE_DEF:1
OK
OK
Note 0| M2 flash Of X Zt=ICt.
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3.2.3 AT+CWIJAP_CUR: Connects to an AP; Configuration Not Saved in the

Flash
Commands AT+CWIJAP_CUR? AT+CWIJAP_CUR=<ssid>,<pwd>[,<bssid>]
Function WizFi360 Station O] & At AP S 2+QIS}HC} WizFi360 O] AT AP E A HSICt
OK
+CWIJAP_CUR:<ssid>,<bssid>,<channel>,<rssi>
Response +CWIJAP_CUR:<error code>
OK
FAIL

<ssid>: string parameter, target AP 2| SSID, MAX: 32 bytes.

<pwd>: string parameter, target AP 9| password, MAX: 64-byte ASCII.

[<bssid>]: string parameter, target AP 2| MAC address, Z-2 SSID £ 7%l {2 7| AP 0| RS [
AFR ElCt

<channel>: channel number

Parameter <rssi>: signal strength.
<error code>: (for reference only)

* 1: connection timeout.
e 2: wrong password.
* 3: cannot find the target AP.

* 4: connection failed.

AT+CWIAP_CUR="ab\\\,c","12345678\"\\","00:0

8:DC:11:12:13"
?
AT+CWIJAP_CUR? (SSID: ab\,c
Password: 12345678"\)
Example
+CWJAP_CUR="WIZNETSZ","00:08:dc:9c:ef:b6",1
2,-75 oK
OK
e 0| M ™2 flash O] HEHE| K| Q=LCF.
Note * O] command = Station mode EE+= SoftAP+Station mode Of| A AF& 7}S S}CF.
¢ SSID EE = password 7}, \ Q Z 2 ELEXIE sl = AL escape(\) 2AF7F E 2 )L}

3.2.4 AT+CWIJAP_DEF: Connects to an AP; Configuration Saved in the
Flash

Commands  AT+CWIJAP_DEF? AT+CWIJAP_DEF=<ssid>,<pwd>[,<bssid>]
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Function WizFi360 Station O] 1 ZASH AP £ OIS} WizFi360 O] At AP & M ™SI}
OK
+CWIJAP_DEF:<ssid>,<bssid>,<channel>,<rssi>
Response +CWIJAP_DEF:<error code>
OK
FAIL

<ssid>: string parameter, target AP 2| SSID, MAX: 32 bytes.

<pwd>: string parameter, target AP 2| password, MAX: 64-byte ASCII.

[<bssid>]: string parameter, target AP ©| MAC address, 22 SSID £ 7}l 02 7§o| AP 50| Y&
] AFREIC}.

<channel>: channel number

Parameter <rssi>: signal strength.
<error code>: (for reference only)

* 1: connection timeout.
e 2: wrong password.
* 3: cannot find the target AP.

* 4: connection failed.

AT+CWIJAP_DEF="ab\\\,c","12345678\"\\","00:0

8:DC:11:12:13"
AT+CWIAP_DEF?
- (SSID: ab\,c
Password: 12345678"\)
Example
+CWIJAP_DEF="WIZNETSZ","00:08:dc:9c:ef:b6",1
2,-75 OK
OK
e O| M™E flash O A ZHEICT
Note « 0| command += Station mode EE = SoftAP+Station m q

A&7ts Sttt

de Of| A
* SSID EE= password 7", \ 2t 22 E+EAE Z8 3P1 U= B escape(\) ZAH7F HRSIL.

3.2.5 AT+CWLAPOPT: Sets the Configuration for the Command

AT+CWLAP
Commands AT+CWLAPOPT=<sort_enable>,<mask>
Response OK

<sort_enable>: AT+CWLAP command 2| Z 1t RSSI 24 0] 2} H ZHstCt.
Parameter « 0: RSSI Of| [t2t 7 & SHX| @=Lt (factory default)
« 1:RSSI Of| [t} 7 @ otrt.
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<mask>: AT+CWLAP command 2| Z 10| A| 2 0] = Parameter 52 A MHSCEbit 7}1 & AR

S| S parameter £ EO{FTH 0 @ E R EOFX| YA =Lt
Bitl0 Bit9  Bit8  Bit7  Bit6  Bit5  Bit4  Bit3  Bit2  Bitl  Bit0

WPS - - - - - CH MAC RSSI SSID ECN

AT+CWLAPOPT=1,1055
(A HT parameter 1 2 AT+CWLAP 2| Z1IE RSSI Of 2t M EHeHZ o|0| 5, =AY

Example parameter 1055 = 0b10000011111 © 2 2 E parameter 5 E =& °|0|3lC})
OK
Note « O 4742 flash Of A& =/ X| Y=Lt

3.2.6 AT+CWLAP: Lists Available APs

Commands AT+CWLAP AT+CWLAP=<ssid>[,<mac>][,<channel>]

To query the APs with specific SSID and MAC on

Function To list all available APs.. o
a specific channel.

+CWLAP:([<ecn>,<ssid>,<rssi>,<mac>,<channel>,<wps>))

Response
OK
<ecn>: encryption method.
* 0: OPEN
e 1: WEP
e 2: WPA_PSK
* 3: WPA2_PSK
* 4: WPA_WPA2_PSK
I <ssid>: string parameter, AP 9| ssid
<rssi>: signal strength.
[<mac>]: string parameter, AP 2| MAC address.
[<channel>]: channel number
<wps>:
» 0: WPS = disable =IC}.
» 1: WPS = enable =IC}.
AT+CWLAP AT+CWLAP="WIZNETSZ"
Examplel SRR (o VTS 57, (0T e ey 1L ) +CWLAP:(3,"WIZNETSZ" -75,"00:08:dc:9c:ef:b6",12,1)

+CWLAP: (3,"WIZNETSZ",-75,"00:08:dc:9c:ef:b6",12,1)

oK OK
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AT+CWLAP="WIZNETSZ","",12

Example2 - +CWLAP:(3,"WIZNETSZ",-75,"00:08:dc:9c:ef:b6",12,1)

OK

« O] command + Station mode EE-= SoftAP+Station mode Of| A| A2 7+-5S|LCt
Note « Response Of| A B A| E|= parameter 52 CWLAPOPT command 2| MM 0f A =IC}.

« optional parameter & <channel>2F M3l 10 41 S A Example2 9 20| & HSHCt

3.2.7 AT+CWOQAP: Disconnects from the AP

- Execute Command
[

Commands AT+CWQAP

Response OK
AT+CWMODE_DEF=1
OK
AT+CWJAP_DEF="WIZNETSZ","12345678"
Example
OK
AT+CWQAP

OK

3.2.8 AT+CWSAP_CUR: Configures the WizFi360 SoftAP; Configuration
Not Saved in the Flash

Query command Set Command

AT+CWSAP_CUR=<ssid>,<pwd>,<chl>,<ecn>[,<m
+ ? -
Commands AT+CWSAP_CUR ax conn>][,<ssid hiddens]

[
Function WizFi360 SoftAP 9| Parameter & 2} QISHC}. WizFi360 SoftAP £ A M SHCt.

+CWSAP_CUR:<ssid>,<pwd>,<chl>,<ecn>,<max
Response conn>,<ssid hidden> o

OK

Default Value = WizFi360_36036","",1,0,4,0

<ssid>: string parameter, SoftAP Q| SSID. 1~32byte 2 A 7I55|C}.
Parameter <pwd>: string parameter, SoftAP 2| password. 8~64byte 2 A 75 S}L}.

<chl>: channel number. 1~13 9| H Q| £ 7} XILC}.
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<ecn>: AT 5} HHA

* 0: OPEN

* 2: WPA_PSK

* 3: WPA2_PSK
[<max conn>]: WizFi360 O] HZAg 4= 9l = X|C} Station ¢=. 174 E Y-S = QO 7| EZE
4 0O|C}.

[<ssid hidden>]:
* 0: SSID = broadcast =l C}. (factory default)
* 1: SSID = broadcast T|X| &=Lt

AT+CWSAP_CUR? AT+CWMODE_CUR=2

+CWSAP_CUR=“WizFi360","12345678",5,3,40  OK
EE OK AT+CWSAP_CUR="WizFi360","12345678",5,3,4,
0

OK

« O] @2 flash Off MZE|X| Gf=Ct.
Note « 0] command = SoftAP mode EE+= SoftAP+Station mode Of| M A8 7} 3}Ct

* <ssid hidden> AF2 & 2|3, <max conn>= HFE A| A | 0 Of SHLCF.

3.2.9 AT+CWSAP_DEF: Configures the WizFi360 SoftAP; Configuration
Saved in the Flash

AT+CWSAP_DEF=<ssid>,<pwd>,<chl>,<ecn>[,<m

AT+CWSAP_DEF?
Commands +CWSAP_ ax conn>][,<ssid hidden>]

Function WizFi360 SoftAP 2| Parameter & 2} QISIC} WizFi360 SoftAP £ A ™ StC}

+CWSAP_DEF:<ssid>,<pwd>,<chl>,<ecn>,<max
> <ssid hidden>
e conn>,<ssid hidden oK

OK

Default Value = WizFi360_36036","",1,0,4,0

<ssid>: string parameter, SoftAP ©| SSID. 1~32byte 2 A7 7} S|C}.
<pwd>: string parameter, SoftAP 9| password. 8~64byte 2 AN 7} 53|LCt.
<chl>: channel number. 1~¥13 9| HQ| & 7}FILC}.
Parameter L
<ecn>; Y& 3 HHAl
* 0: OPEN
* 2: WPA_PSK
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« 3: WPA2_PSK

[<max conn>]: WizFi360 Of] HZAg 4= Ql= X|C} Station 5=. 174 2 Y-S £= Qo 7|24

4 O|Ct.
[<ssid hidden>]:
* 0: SSID = broadcast =IC}. (factory default)

¢ 1: SSID = broadcast | X| =L
AT+CWSAP_DEF?

+CWSAP_DEF="WizFi360","12345678",5,3,4,0

AT+CWMODE_DEF=2

OK

EE OK AT+CWSAP_DEF="WizFi360","12345678" 5,3,4,
0
oK
- O] A48 :2 flash O M EICE
Note « 0| Command = O| command = SoftAP mode EE+= SoftAP+Station mode Of| A{ AFE 715 5}LC}.

« <ssid hidden> AF2 S 2

&fl, <max conn> HEEA| A 7H &| 0 OfF SHCY.

3.2.10 AT+CWLIF: IP of Stations to Which the WizFi360 SoftAP is

Connected
Commands AT+CWLIF
<ip>,<mac>
Response
OK

<ip>: string parameter, WizFi360 SoftAP O & Z &I Station 2| IP address

Parameter
<mac>: string parameter, WizFi360 SoftAP 0] & 4 =l Station 2| MAC address
AT+CWMODE_DEF=2
OK
AT+CWSAP_DEF="WizFi360","12345678",1,2

Example
OK
AT+CWLIF
"192.168.4.2","18:cf:5e:c5:ce:76"
» O] command = static IP £ 2+QI&} 4= QIC}.

Note « O] Command = WizFi360 SoftAP 2} WizFi360 SoftAP Off ¢ Z &l Station 2| DHCP 7} 24 3}
L[0{ L0 OF SEFHCE.
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3.2.11 AT+CWDHCP_CUR: Enables/Disables DHCP; Configuration Not
Saved in the Flash

Commands

Function

Response

Parameter

Example

Note

AT+CWDHCP_CUR?

DHCP A& S B0l 5tT},

—/

+CWDHCP_CUR:<para>
OK

<para>
* 0: SoftAP DHCP @} Station DHCP £ disable
sict,
* 1: SoftAP DHCP = enable S} 11 Station
DHCP = disable StC}.
* 2: SoftAP DHCP += disable S} 11 Station
DHCP = enable StLC}.
* 3: SoftAP DHCP 2} Station DHCP £

enable SIC}. (factory default)
AT+CWDHCP_CUR?
+CWDHCP_CUR:1

OK

* O] 282 flash Off M E[X] H=Et

AT+CWDHCP_CUR=<mode>,<en>

DHCP £ MM iC}.

OK

<mode>
* 0: WizFi360 SoftAP A ™

« 1: WizFi360 Station A &

* 2: SOftAP, Station 2 &= A&
<en>

* 0: Disable DHCP
* 1: Enable DHCP

AT+CWDHCP_CUR=1,1

OK

« 0| Command A -2 static-IP-related AT commands (AT+CIPSTA-related, AT+CIPAP-related

commands)Qt &S ZHESICY

* DHCP 7} enable &|™ static IP = disable =ILC}.
« static IP 7} enable | ™ DHCP = disable =ILC}.

« DHCP EE = static IP = OFX|2F M X o if2} 2™ = C}

3.2.12 AT+CWDHCP_DEF: Enables/Disables DHCP; Configuration Saved in

the Flash
Commands AT+CWDHCP_DEF? AT+CWDHCP_DEF=<mode>,<en>
Function DHCP MM 2 0I5t} DHCP 2 M BiC},
Response +CWDHCP_DEF:<para> oK
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Parameter

Example

Note

OK

<para>
« 0: SoftAP DHCP 2} Station DHCP £ disable
sict.
* 1: SoftAP DHCP = enable S} 11 Station
DHCP = disable StC}.
* 2: SoftAP DHCP += disable S} 11 Station
DHCP = enable $tLC}.
* 3: SoftAP DHCP 2} Station DHCP £

enable SIC}. (factory default)
AT+CWDHCP_DEF?
+CWDHCP_DEF:1

OK

+ O] 72 flash Of X EIC

<mode>
* 0: WizFi360 SoftAP A ™

* 1: WizFi360 Station &A™
« 2: SoftAP, Station 2 &= AN
<en>

* 0: Disable DHCP
 1: Enable DHCP

AT+CWDHCP_DEF=1,1

OK

« 0| Command A £ static-IP-related AT commands (AT+CIPSTA-related, AT+CIPAP-related

commands)Q} & Z-Z5IC}.

* DHCP 7} enable T|™ static IP = disable =ILC}.
« static IP 7| enable T|™ DHCP = disable EILC}.

* DHCP EE = static IP = OpX| 2} 2730 2t 278 = Ot

3.2.13 AT+CWDHCPS_CUR: Sets the IP Address Allocated by WizFi360
SoftAP DHCP; Configuration Not Saved in Flash

Commands

Function

Response

Default Value

AT+CWDHCPS_CUR?

WizFi360 SoftAP DHCP Server | IP address
He|E = It}

—/ L=

+CWDHCPS_CUR: <lease time>,<start IP>,<end
P>

OK

120,"192.168.36.2","192.168.36.101"

AT+CWDHCPS_CUR=<enable>[,<lease
time>,<start IP>,<end IP>]

WizFi360 SoftAP DHCP Server 2| IP address

HeIS 2ot

OK

<enable>:
Parameter « 0: default IP HR| & AR 3ICEH
- 1:1P 9|2 MHBICL
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[<lease time>]: lease time; unit: minute; range [1, 2880]
[<start IP>]: string parameter, WizFi360 SoftAP DHCP Of| A| & &+S}+= IP address B 2| 9] start IP.

[<end IP>]: string parameter, WizFi360 SoftAP DHCP Of| A| & & SH= IP address 2| 2| end IP.

AT+CWDHCPS_CUR? AT+CWDHCP_CUR=0,1

+CWDHCPS_CUR:120,"192.168.0.2","192.168.0. oK

101"
el AT+CWDHCPS_CUR=1,120,"192.168.0.100","192
oK .168.0.200"
oK
AT+CWDHCPS_CUR=0
Example2 -

OK

+ O 2782 flash Of| Y EX| Gf=C
» O] Command = WizFi360 O| SoftAP mode O| 11 DHCP 7} enable & [ A} 3IC}H
Note « IP address = SoftAP 9| IP address 2} ZF2 network segment O Of StC}.
* <lease time> AF2 S 6|, <start IP>2} <end IP>= BFE A| A |0 OF SHC}. OFXEZHX| 2 <start

IP>2} <end IP> AFE S 2|dl, <lease time> = HFEA| AT |0 Of SHC}

3.2.14 AT+CWDHCPS_DEF: Sets the IP Address Allocated by WizFi360
SoftAP DHCP; Configuration Saved in Flash

AT+CWDHCPS_DEF=<enable>[,<lease

Commands AT+CWDHPCS_DEF? .
time>,<start IP>,<end IP>]

Functi WizFi360 SoftAP DHCP Server | IP address WizFi360 SoftAP DHCP Server 2| IP address
unction

He|E QI HeIE dEotC}

+CWDHCPS_DEF: <lease time>,<start IP>,<end

IP>
Response OK

OK

Default Value  120,"192.168.36.2","192.168.36.101"

<enable>:
* 0: default IP HQ| & AL SHLY.
S 1P SIS MHICH
RIS [<lease time>]: lease time; unit: minute; range [1, 2880].
[<start IP>]: string parameter, WizFi360 SoftAP DHCP Of| A| 2 &tSt= IP address B 2| 9| start IP.

[<end IP>]: string parameter, WizFi360 SoftAP DHCP 0| A & &S}= IP address 22| 9| end IP.
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Examplel

Example2

Note

AT+CWDHCPS_DEF? AT+CWDHCP_DEF=0,1

+CWDHCPS_DEF:120,"192.168.0.2","192.168.0. QK
101"

AT+CWDHCPS_DEF=1,120,"192.168.0.100","192
OK .168.0.200"

OK

AT+CWDHCPS_DEF=0

OK

+ O] 22 flash Off MZEC.

» O] Command = WizFi360 O| SoftAP mode O| 11 DHCP 7} enable & [ A} 3IC}

« IP address = SoftAP 2| IP address 2} Zt-2 network segment O Of SHC}.

* <lease time> AF 25 6|, <start IP>2} <end IP>= BFE A| A &[0 OF SHC}. OFXEZHX| 2 <start

IP>2} <end IP> AFE S 2|dl, <lease time> = HFEA| AT |0 Of SHC}

3.2.15 AT+CWAUTOCONN: Auto-Connects to the AP or Not

Commands

Response

Parameter

Example

Note

AT+CWAUTOCONN=<enable>
OK

<enable>:

* 0: does NOT auto-connect to AP on power-up.

* 1: connects to AP automatically on power-up. (factory default)
AT+CWIJAP_DEF="WIZNETSZ","12345678"
OK
AT+CWAUTOCONN=1

OK

* O] 272 flash Off M E &l Ct.

« O] command = Station mode 5= SoftAP+Station mode 0| M AFE 7}-s3|Ct

3.2.16 AT+CIPSTAMAC_CUR: Sets the MAC Address of the WizFi360
Station; Configuration Not Saved in the Flash

Commands

AT+CIPSTAMAC_CUR? AT+CIPSTAMAC_CUR=<mac>
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Function

Response

Parameter

Example

Note

WizFi360 Station ©| MAC address 29I WizFi360 Station 2| MAC address A7

+CIPSTAMAC_CUR:<mac>
OK
OK

<mac>: string parameter, WizFi360 Station 2| MAC address.

AT+CIPSTAMAC_CUR? AT+CIPSTAMAC_CUR="00:08:DC:11:12:13"

+CIPSTAMAC_CUR:"00:08:dc:11:12:13"
OK
OK

+ 0| 2E 2 flash Off MZ | X| Gf=Ct.

 WizFi360 SoftAP O] MAC address = WizFi360 Station 2| MAC address 2} C} 2L}

* e.g. WizFi360 Station 2| MAC address 7| "00:08:DC:11:12:13" 0| ™, WizFi360 SoftAP 2| MAC
address = "02:08:DC:11:12:13"0| C}.

» WizFi360 MAC address Bit 0 2 1 O] £ 4= QIC}|. 0| 2 S0, MAC address = "00:..." & £l %=

QIX| G "01:."2 & 4 QICh.

3.2.17 AT+CIPSTAMAC_DEF: Sets the MAC Address of the WizFi360
Station; Configuration Saved in the Flash

Commands

Function

Response

Parameter

Example

Note

AT+CIPSTAMAC_DEF? AT+CIPSTAMAC_DEF=<mac>

WizFi360 Station 2] MAC address 2} QI WizFi360 Station 2| MAC address A4 4

+CIPSTAMAC_DEF:<mac>
OK
OK

<mac>: string parameter, WizFi360 Station 2| MAC address.

AT+CIPSTAMAC_DEF? AT+CIPSTAMAC_DEF="00:08:DC:11:12:13"

+CIPSTAMAC_DEF:"00:08:dc:11:12:13"
OK
OK

* O] 22 flash Off MF &L}

» WizFi360 SoftAP O] MAC address = WizFi360 Station 2| MAC address 2} C} 2L}

« e.g. WizFi360 Station 2| MAC address 7} "00:08:DC:11:12:13" 0| IH, WizFi360 SoftAP ©| MAC
address = "02:08:DC:11:12:13"O|C}.

* WizFi360 MAC address Bit 0 2 1 O| & == Q/C}. 0| €& &0{, MAC address = "00:..." £ & =

AKX 201" 2 E & BLLf..
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3.2.18 AT+CIPAPMAC_CUR: Sets the MAC Address of the WizFi360
SoftAP; Configuration Not Saved in the Flash

Commands

Function

Response

Parameter

Example

Note

AT+CIPAPMAC_CUR? AT+CIPAPMAC_CUR=<mac>

WizFi360 SoftAP 2| MAC address 2} QI. WizFi360 SoftAP 2| MAC address A .

+CIPAPMAC_CUR:<mac>
OK
OK

<mac>: string parameter, WizFi360 SoftAP | MAC address

AT+CIPAPMAC_CUR? AT+CIPAPMAC_CUR="02:08:DC:11:12:13"

+CIPAPMAC_CUR:"02:08:dc:11:12:13"
OK
OK

« 0| 282 HHMZE HEE|X| Y=Lt

* WizFi360 SoftAP 2| MAC address = boot time 0f| WizFi360 Station MAC address Of| CC}2}
A™EC

« e.g. BFF WiFi360 Station 2] MAC address 7} "00:08:DC:11:12:13" 2! A2, WizFI360 SoftAP 9|
MAC address & "02:08:DC:11:12:13"0| C}.

3.2.19 AT+CIPAPMAC_DEF: Sets the MAC Address of the WizFi360
SoftAP; Configuration Saved in the Flash

Commands

Function

Response

Parameter

Example

AT+CIPAPMAC_DEF? AT+CIPAPMAC_DEF=<mac>

WizFi360 SoftAP ©| MAC address 2} QI WizFi360 SoftAP 2| MAC address A4 4

+CIPAPMAC_DEF:<mac>
OK
OK

<mac>: string parameter, WizFi360 SoftAP 2| MAC address

AT+CIPAPMAC_DEF? AT+CIPAPMAC_DEF="02:08:DC:11:12:13"

+CIPAPMAC_DEF:"02:08:dc:11:12:13"
OK
OK
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Note

<Ol MY 2 AN E MEL[X| R=Ct

» WizFi360 SoftAP 2| MAC address = boot time 0f] WizFi360 Station MAC address Of| [C}2}
2yt

« e.g. BFOF WiFi360 Station 2| MAC address 7} "00:08:DC:11:12:13"& 42, WizFI360 SoftAP 9|
MAC address = "02:08:DC:11:12:13"0|C}.

3.2.20 AT+CIPSTA_CUR: Sets the Current IP Address of the WizFi360
Station; Configuration Not Saved in the Flash

Commands

Function

Response

Parameter

Example

Note

AT+CIPSTA_CUR? AT+CIPSTA_CUR=<ip>[,<gateway>][,<netmask>]

WizFi360 Station 2| current IP address & 29l  WizFi360 Station 2| current IP address & A&

+CIPSTA_CUR:ip:<ip>
+CIPSTA_CUR:gateway:<gateway>
+CIPSTA_CUR:netmask:<netmask> OK

OK

<ip>: string parameter, WizFi360 Station 2| IP address

[<gateway>]: string parameter, gateway
[<netmask>]: string parameter, netmask

AT+CIPSTA_CUR="192.168.1.88","192.168.1.1","

?
AT+CIPSTA_CUR? 955.255 255.0"

+CIPSTA_CUR:ip:"192.168.1.88"
+CIPSTA_CUR:gateway:"192.168.1.1"
+CIPSTA_CUR:netmask:"255.255.255.0" OK

OK

* O] 272 flash Off MHE|X| BEL

* 0| Command &2 DHCP-IP-related AT commands (AT+CWDHCP-related commands) 2} & =
- EHCt

« static IP 7} enable | ™ DHCP = disable =ILC}.

* DHCP 7} enable T| ™ static IP = disable =ILC}.

* DHCP EE = static IP = OFX| 2 A7 0f et 278 =L

 <gateway> A2 S |9l <netmask>= BtEA| M |0 OF SHLF}.

3.2.21 AT+CIPSTA_DEF: Set the static IP of WizFi360 Station, Saved to
Flash
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Commands AT+CIPSTA_DEF? AT+CIPSTA_DEF=<ip>[,<gateway>][,<netmask>]
Function WizFi360 Station 9| default IP address & =9I WizFi360 Station Q| default IP address & A ™

+CIPSTA_DEF:ip:<ip>
+CIPSTA_DEF:gateway:<gateway>
Response +CIPSTA_DEF:netmask:<netmask> OK

OK

<ip>: string parameter, WizFi360 Station 2| IP address

Parameter [<gateway>]: string parameter, gateway
[<netmask>]: string parameter, netmask

AT+CIPSTA_DEF="192.168.1.88","192.168.1.1","

?
AT+CIPSTA_DEF? 255.255.255.0"

+CIPSTA_DEF:ip:"192.168.1.88"
+CIPSTA_DEF:gateway:"192.168.1.1"
+CIPSTA_DEF:netmask:"255.255.255.0" oK

Example

OK

+ O] 22 flash Off MFHEIC}
* 0| Command & 72 DHCP-IP-related AT commands (AT+CWDHCP-related commands) 2} &=
xtg i},
Note « static IP 7} enable | ™ DHCP = disable =ILC}.
* DHCP 7} enable &|H™ static IP = disable =ILC}.
* DHCP EE = static IP = ObX| 2 27 0f| k2t 278 &l L

 <gateway> A2 S |6l, <netmask>= BtEA| A |0 OF GHC}.

3.2.22 AT+CIPAP_CUR: Sets the IP Address of the WizFi360 SoftAP;
Configuration Not Saved in the Flash

Commands AT+CIPAP_CUR? AT+CIPAP_CUR=<ip>[,<gateway>][,<netmask>]
Function WizFi360 SoftAP ©| current IP address & Z}QI WizFi360 SoftAP Q| current IP address & M7
+CIPAP_CUR:ip:<ip> OK
+CIPAP_CUR:gateway:<gateway>
Response +CIPAP_CUR:netmask:<netmask>
OK

<ip>: string parameter, WizFi360 SoftAP | IP address.
Parameter [<gateway>]: string parameter, WizFi360 SoftAP 2| gateway

[<netmask>]: string parameter, WizFi360 SoftAP 9| netmask
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Example

Note

AT+CIPAP_CUR? AT+CIPAP_CUR="192.168.0.1","192.168.0.1","2
55.255.255.0"
+CIPAP_CUR:ip:"192.168.0.1" oK

+CIPAP_CUR:gateway:"192.168.0.1"

+CIPAP_CUR:netmask:"255.255.255.0"
AT+CIPAP_CUR="192.168.0.1"

OK
OK

* O] 22 flash Of| M E|X| @=L

* 0| Command A2 DHCP-IP-related AT commands (AT+CWDHCP-related commands)2} &=
L tCt

« static IP 7| enable | ™ DHCP = disable =ILC}.

* DHCP 7} enable &|H™ static IP = disable EILC}.

* DHCP £ = static IP = OFX| 2} 273 0f| 2} 278 & Ct.

 <gateway> AF2S |9}, <netmask>= HtE A| A | O] Of StLC}.

3.2.23 AT+CIPAP_DEF: Sets the IP Address of the WizFi360 SoftAP;
Configuration Saved in the Flash

Commands

Function

Response

Parameter

Example

Note

AT+CIPAP_DEF? AT+CIPAP_DEF=<ip>[,<gateway>][,<netmask>]
WizFi360 SoftAP 9| default IP address £ =}9I WizFi360 SoftAP 2| default IP address & A
+CIPAP_DEF:ip:<ip> oK

+CIPAP_DEF:gateway:<gateway>

+CIPAP_DEF:netmask:<netmask>

OK

<ip>: string parameter, WizFi360 SoftAP | IP address.
[<gateway>]: string parameter, WizFi360 SoftAP 2| gateway

[<netmask>]: string parameter, WizFi360 SoftAP 9| netmask

AT+CIPAP_DEF? AT+CIPAP_DEF="192.168.0.1","192.168.0.1","25
5.255.255.0"
+CIPAP_DEF:ip:"192.168.0.1" oK

+CIPAP_DEF:gateway:"192.168.0.1"

+CIPAP_DEF:netmask:"255.255.255.0"
AT+CIPAP_DEF="192.168.0.1"

OK
OK

* O 2782 flash Of| HFEIC}
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* 0| Command & 72 DHCP-IP-related AT commands (AT+CWDHCP-related commands) 2} &=
g},

« static IP 7} enable | ™ DHCP = disable =ILC}.

* DHCP 7} enable &|™ static IP = disable =ILC}.

* DHCP EE = static IP = ObX| 2 27 0f| k2t 278 &l L.

» <gateway> AF2 32 |9}, <netmask>= HtE A| AN | O] Of SHLC}.

3.2.24 AT+CWSTARTSMART: Start SmartConfig

Commands AT+CWSTARTSMART AT+CWSTARTSMART=<type>
Function ESP-TOUCH + AirKiss SmartConfig £ A|ZSICE  E type 2| SmartConfig £ A|ZFSICE
Response OK
<type>:
e 1: ESP-TOUCH
Parameter - o
* 2: AirKiss

¢ 3: ESP-TOUCH + AirKiss
smartconfig A| XS+ AP Of @145k 0] of2@F 20| return =IC}

smartconfig type:<type>
smart get WiFi info

Messages ssid:<ssid>
paSSWOFd :<paSSWOrd>

WiFi CONNECTED
WiFi GOT IP

smartconfig connected WiFi

<type>: AIRKISS or ESPTOUCH
Parameter <ssid>: AP's ssid

<password>: AP's password
AT+CWMODE_DEF=1

OK

AT+CWSTARTSMART

E
xample oK

(After smartconfig start and connect to the AP, it will return as below)

Smartconfig type:AIRKISS
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smart get WiFi info
ssid:Wiznet_AP
password:1234567890

WiFi CONNECTED

WiFi GOT IP

smartconfig connected WiFi

¢ SmartConfig is only available in the Station mode. (AT+CWMODE_CUR=1)
¢ The message "smart get wifi info" means that SmartConfig has successfully acquired the AP
information. WizFi360 will try to connect to the target AP.

* The message "smartconfig connected wifi" is printed if the connection is successful. Use

command AT+CWSTOPSMART to stop SmartConfig before running other commands. Please make
Note sure that you do not execute other commands during SmartConfig.

* SmartConfig operation process is such as following.

1. Set the WizFi360 to Station mode and start smartconfig.

2. Connect to the AP on smartphone

3. Open the ESP-TOUCH APP or AirKiss on WeChat APP.

4. Set the AP's ssid and password on the APP and check connection to the AP on WizFi360.

3.2.25 AT+CWSTOPSMART: Stop Smart Config

Commands AT+CWSTOPSMART

Response OK
AT+CWSTOPSMART
Example
OK

Note

* SmartConfig 2| A& 0f
= A
= =

F ot &2 8l0, LHE AT command & 2 &5t7| 0
AT+CWSTOPSMART &

sl

3.2.26 AT+WPS: Enables the WPS Function

Commands AT+WPS=<enable>

wps started

Response
OK
<enable>:

Parameter * 1: enable WPS/WiFi Protected Setup
« 0: disable WPS

Example AT+WPS=1
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Note

wps started

OK

« WPS = Station mode EE = SoftAP+Station mode Of| A| At 7155}t
« WPS WEP/Wired-Equivalent Privacy & X| &S} X| & =C}.

3.2.27 AT+CWHOSTNAME: Configures the Name of WizFi360 Station

Commands

Function

Response

Parameter

Example

Note

AT+CWHOSTNAME? AT+CWHOSTNAME=<hostname>

WizFi360 Station 2| host name 2+9I WizFi360 Station 2| host name A 7™
+CWHOSTNAME:<host name>
OK

(Station mode disabled) oK

+CWHOSTNAME:<NULL>

OK

<hosthame>: string parameter, WizFi360 Station 2| host name, X|CH Z O|+= 32byte O|LC}.
AT+CWHOSTNAME?

+CWHOSTNAME:"WizFi360_FF6179"

OK

* O] 282 flash Off M E[X] H=Et

3.2.28 AT+CWCOUNTRY_CUR: Set WiFi Country Code of WizFi360;

Con

Commands

Function

Response

figuration Not Saved in the Flash

AT+CWCOUNTRY_CUR=<policy>,<country_code

AT+CWCOUNTRY_CUR? .
- >,<channel_option>

AUH| WiFi country code 4f& =HOIBIC} O WizFi360 9| current WiFi Country code &
22 7 AP of mat M EIC gy,

+CWCOUNTRY_CUR:<policy>,<country_code>,<

h | tion>
channel_option oK

OK
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<policy>:

* 0: country code = WizFi360 O| ¥ A=l AP Of [}2} 3}

* 1: country = HS}SIX| &=L} Command O 2|8l &
<country_code>: string parameter, country code, Z! O| = %|CH
S XIE2 AT+CWCOUNTRY_CUR? &2 20l 4= QiC},
<channel_option>:

* 0: 1~11 channel

Parameter * 1: 1~13 channel

¢ 2:10~11 channel

¢ 3:10~13 channel

* 4: 14 channel

* 5:1~14 channel

* 6:3~9 channel

¢ 7: 5~13 channel

AT+CWCOUNTRY_CUR? AT+CWCOUNTRY_CUR=1,"KR",1
Example +CWCOUNTRY_CUR=1,"KR",1
OK
OK
Note e O| M™HE flash O] AT K| &=L}

3.2.29 AT+CWCOUNTRY_DEF: Set WiFi Country Code of WizFi360;
Configuration Saved in the Flash

AT+CWCOUNTRY_DEF=<policy>,<country_code>

Commands AT+CWCOUNTRY_DEF? .
- ,<channel_option>

Functi Flash Of A& E| 0 = country code 4t S WizFi360 9| default WiFi Country code &
unction
2tolstrt. flash Of X &+SHC}.
+CWCOUNTRY_DEF:<policy>,<country_code>,<c
ion>
Response hannel_option oK
OK
<policy>:
» 0: country code = WizFi360 O| 1A=l Ap Of [C}2} HH5}SHCL.
* 1: country = H3}8}X| &=L} Command 0f 2|8l A& =ICt.
Parameter <country_code>: string parameter, country code, Z 0| = Z|C{ 3 X}O|H M|RHFf 2Xt= E43F

E X2 AT+CWCOUNTRY_CUR? 2 20I%t 4= giC}.
<channel_option>:
¢ 0: 1~11 channel
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¢ 1: 1~13 channel
¢ 2:10~11 channel
¢ 3:10~13 channel
* 4: 14 channel

* 5:1~14 channel
* 6:3~9 channel

¢ 7: 5~13 channel

AT+CWCOUNTRY_DEF? AT+CWCOUNTRY_DEF=1,"KR",1
Example +CWCOUNTRY_DEF=1,"KR",1
OK
OK
Note + O MH2 flash Off HEEICH
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3.3 TCP /IP command
3.3.1 AT+CIPSTATUS: Gets the Connection Status

-

Commands AT+CIPSTATUS

STATUS:<stat>
e +CIPSTATUS:<link ID>,<type>,<remote IP>,<remote port>,<local port>,<tcp type>

OK

<stat>: WizFi360 Station 2| status
« 2: WizFi360 Station O| AP Q1 Z | 11 |p £ ST} HFS ALEY
* 3: WizFi360 Station O| TCP EE+= UDP H& 2 A A5t AMEY
« 4: WizFi360 Station 2| TCP EE.= UDP M &
* 5: WizFi360 Station O| AP O ¥ A | X| %2 AME}
<link ID>: connection ID (0~4), multiple connection Of| A| AF£EILC}.

Parameter
<type>: string parameter, TCP &£ = UDP

<remote IP>: string parameter, remote IP
<remote port>: remote port number
<local port>: WizFi360 local port number
<tcp type>

* 0: WizFi360 O] client 2 SX&3}C}.
2

SAIBICE

* 1: WizFi360 O| server
AT+CIPSTATUS
Examplel STATUS:2
OK

AT+CIPSTATUS

STATUS:3
Example2 +CIPSTATUS:1,"TCP","192.168.4.2",5000,6000, 1

OK

3.3.2 AT+CIPDOMAIN: DNS Function

Execute Command

Commands AT+CIPDOMAIN=<domain nhame>

+CIPDOMAIN:<ip address>
Response
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OK

DNS Fail

ERROR

<domain name>: string parameter, domain name, Z O|= %|Cl| 64 byte O|C}.

Parameter
<ip address>: string parameter, domain name 0f 8{ & S}+= IP address
AT+CIPDOMAIN="www.wiznet.io"

Example +CIPDOMAIN:"183.111.174.49"

OK

3.3.3 AT+CIPSTART: Establishes TCP Connection, UDP Transmission or SSL
Connection

Establish TCP Connection

Commands AT+CIPSTART=<type>,<remote IP>,<remote  AT+CIPSTART=<link ID>,<type>,<remote
port>[,<TCP keep alive>] IP>,<remote port>[,<TCP keep alive>]
OK
Response ERROR
ALREADY CONNECTED //TCP connection O| O|0O] O|RO0{H AS 8<%
<link ID>: Network connection ID(0~4), multiple connection 0| A{ AF& =IC}. (AT+CIPMUX=1)
<type>: string parameter, "TCP", "UDP", "SSL"; O| 4 2 "TCP"& M SHIC}.
<remote IP>: string parameter, remote IP address
<remote port>: remote port number H 2| = 1~65535 O|LC}.
Parameter
[<TCP keep alive>]:
¢ 0: disable TCP keep-alive (default)
e 1~ 7200: TCP keep-alive & enable S} 11 keep-alive M & 7t S MHSICH CH =
second O|LC}.
AT+CIPSTART="TCP","192.168.1.99",5000 AT+CIPSTART=1,"TCP","www.iwiznet.cn",5000,1
Example 0
OK OK

Establish UDP Connection
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AT+CIPSTART=<type>,<remote IP>,<remote AT+CIPSTART=<link ID>,<type>,<remote
Commands port>[,<UDP local port>][,<UDP mode>] IP>,<remote port>[,<UDP local port>][,<UDP
mode>]
OK
Response ERROR

ALREADY CONNECTED // UDP connection O] 0|0] O|20{H /S AL

<link ID>: Network connection ID(0~4), multiple connection 0| A AF& EIC} (AT+CIPMUX=1)
<type>: string parameter, "TCP", "UDP", "SSL"; O| 4 "UDP"E M StLC}.

<remote IP>: string parameter, remote IP address

<remote port>: remote port number 2 Q| = 0~65535 O|C}.0 O 2 A™at 42 random 22

o= oT
MHEI,

[<UDP local port>]: WizFi360 2| UDP port number. 2 ¢|-= 1~65535 O|LC}.

Parameter ..
[<UDP mode>]: &M parameter, UDP transparent transmission mode 2| A2 022
Aot
e 0: destination M & HZA £ 7}(default)_
e 1: destination MEE 1 H HA 7=
e 2: destination M H E 3tA BHHAE Jt=
+ = n nn -' H . n
AT+CIPSTART="UDP","192.168.1.99",5000 AT+CIPSTART=1,"UDP",'www.iwiznet.cn”,5000,
6000,2
Example
OK OK
Note e <UDP mode> A2 2|3l <UDP local port>& ™A A SHCt.
Establish SSL Connection
Commands AT+CIPSTART=<type>,<remote IP>,<remote = AT+CIPSTART=<link ID>,<type>,<remote
port>[,<TCP keep alive>] IP>,<remote port>[,<TCP keep alive>]
OK
Response ERROR
ALREADY CONNECTED // TCP connection O] O|0] 0|20 QS A#L
<link ID>: Network connection ID(0~4), multiple connection 0| A AF& =IC} (AT+CIPMUX=1)
Parameter

<type>: string parameter, "TCP", "UDP", "SSL"; O| AL "TCP"E A HSIC}.
<remote IP>: string parameter, remote IP address
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<remote port>: remote port number. 22| = 1~65535 O|LC}.
[<TCP keep alive>]:

¢ 0: disable TCP keep-alive (default)

e 1~7200: TCP keep-alive & enable S} 11 keep-alive M & 7tA2 HHSHC} EH2|=
second O|LC}.
AT+CIPSTART="SSL","wiznet.i0",443 AT+CIPSTART=1,"SSL","wiznet.io",443
Example
OK OK
* WizFi360 2 Z| Ll &}L}2| SSL connection &4 0| 7} 5}LCt.
« SSL connection 2 UART-WiFi passthrough mode (transparent transmission)S X| &5} X| QF=LC}.
Note * SSL connection 22 memory £ X} X|SHC} AT+CIPSSLSIZE=<size>E £ 3|| SSL buffer size &

MY,

3.3.4 AT+CIPSSLCCONF: Sets Configuration of WiFi360 SSL Client

Commands AT+CIPSSLCCONF? AT+CIPSSLCCONF =<SSL mode>

Function WizFi360 SSL certificate option & 29I}, WizFi360 SSL certificate option & A & SHC}.

= —

+CIPSSLCCONF:<SSL mode>
Response oK
OK

<SSL mode>:

* 0: WizFi360 2 SSL Server 2| certificate & = QIS}X| =L},
o 1: WizFi360 2 SSL Server 9| certificate £ = QI5}X| 2k, Certificate 7} S8 SFX| LG EIE
Parameter N
server 2 St
® 2: WizFi360 2 SSL Server 9| certificate £ 2015}, Certificate 7} S &g 420 server 2
Adgtot
AT+CIPSSLCCONF? AT+CIPSSLCCONF =2
Example +CIPSSLCCONF:2 OK
OK
« O] 272 flash Off MZ EIC}
Note « certificate £ enable & Z 2, SSL connection O] establish £|7| 7 0f O] command & Al S StHC}

« certificate = AT+CASEND command & Sl A M =IC}.
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3.3.5 AT+CASEND: Sets the SSL certificate

Query command Set command

Commands AT+CASEND? AT+CASEND=<mode>
Function SSL certificate 2t QI SHC} SSL certificate & A SICT

Response | _____ END CERTIFICATE-----
ERROR OK
<mode>:
. cortifi = AMHISHE
Parameter e 0: certificate & AMX|SHCH
o 1: certificate & A A ST}
AT+CASEND? AT+CASEND=1
————— BEGIN CERTIFICATE----—- >
e BEGIN CERTIFICATE-----
Examplel ~  _—____ END CERTIFICATE-----
————— END CERTIFICATE-----
oK
AT+CASEND? AT+CASEND=0
Example2
ERROR OK
Not e O] Command A&l Z0f >& return St} WizFi360 2 serial data & $={I3tCL User =
ote
certificate ©| data & Q! 2} Of St}

3.3.6 AT+CIPSSLSIZE: Sets the Size of SSL Buffer

e

Commands AT+CIPSSLSIZE=<size>
Response OK
Parameter <size>: SSL buffer size. H Q|= 2048~4096 O|L}.

AT+CIPSSLSIZE=4096
Example
OK
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3.3.7 AT+CIPSEND: Send data

UART-WiFi passthrough (transparent transmission) mode

Commands

Function

Response

Example

Note

AT+CIPSEND

transparent transmission mode Of| A| data T &S A| &St} O command A3 20| >S
X| o1&

PN
- O
return S}, transparent transmission mode £ X St Zt packet 2 20ms 7tH4 O 2 M& L H

packet 2| X|Cj AO| =& 2048byte O|LC}.

Al
ol

OK

AT+CIPSEND

OK
>

o +++ 7} EE," | packet & =412 AL WizFi360 2 normal command mode 2 =O0}7ICt CH2
command M&Z 2|6l HO{ = 1 X O| 2 7|CtEq2}.
o

« transparent transmission mode X 1.2 2|3}l single connection © 2 A ™S}

» UDP transparent transmission O| <] AT+CIPSTART 2| <UDP mode> = 0 @ 2 A SILCt,

Normal transmission mode

Commands

Function

Response

Parameter

AT+CIPSEND=<length>[,<remote IP>,<remote AT+CIPSEND=<link ID>,<length> [,<remote
port>] IP>,<remote port>]

normal transmission mode 0| A| data &S A|&tSHCE O] command A3l S0|| >3 return S},

serial data & $=AISICH Data O] Z 0|7} <length>0t= Q2L H, data FE S A|ZHSHCT
OK
>

Connection O] O] 20/ X/ X] @97/ Lt disconnect & GL L}E2Z return L
ERROR

Data 7} §FHC = MEE &2 L}S 2 return SICF:

SEND OK
Data MZ&0) Aoyt ZL L}2= return SFHLE:
SEND FAIL

<link ID>: Network connection ID(0~4), multiple connection Of| A AF& =IC} (AT+CIPMUX=1)
<length>: data length, MAX: 2048 bytes.
[<remote IP>]: string parameter, remote IP. UDP M & 0| A A H =IC}.
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[<remote port>]: remote port number. UDP M &0 A A H =IC}

AT+CIPSEND=1220 AT+CIPSEND=0,1220,"192.168.0.10",50000
Example oK oK
> >
« UDP M £:0]| A{, <remote IP>2} <remote port>= opt|onal parameter 2 command £ AMglig
[f OFCF, WizFi360 -2 CHE destination © 2 data & & &L} Optional parameter & A 43} X|
Not US AL, WizFi360 2 AT+CIPSTART command A 3c|,4 | M5t destination © 2 data 7}
ote

Mt
« <remote IP> AFEEZ 2|8l|, <remote port>= BFE A| A |0 OF SHCL. OFXH7HX] 2 <remote

port> A2 S 2|3l|, <remote IP>= BFE A| A £| 0 Of SHC}

3.3.8 AT+CIPSENDEX: Sends data

AT+CIPSENDEX=<length>[,<remote IP>,<remote = AT+CIPSENDEX=<link ID>,<length> [,<remote

Commands
port>] IP>,<remote port>]
normal transmission mode 0| A| data &S A| &SI} O] command A3 S0 >S return S},
Function serial data & $=AISHC} Data 2| Z 0|7} <length>0t= Q2 | HLE\0 O] Y H E AL, data
HEE Al 2ot
OK
>
Connection O] O] 20/ X x| 29t L} disconnect & Z-RL LF2 =2 return BFLf:
ERROR
Response
Data 7} §FH L= ML E &R LFS = return BHCE:
SEND OK
Data M=0) Amjst Z-L C}22 return B
SEND FAIL
<link ID>: Network connection ID(0~4), multiple connection 0| A AF& =IC} (AT+CIPMUX=1)
<length>: data length, MAX: 2048 bytes.
Parameter
[<remote IP>]: string parameter, remote IP. UDP M & 0| A A H =IC}.
[<remote port>]: remote port number. UDP F£0{| A A =IC}.
AT+CIPSENDEX=1220 AT+CIPSENDEX=0,1220,"192.168.0.10",50000
Example oK oK
> >
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* <length>0f| @™l ZO0|2tF data Y =HO| b2 £| L} \0'0| ¥ == A WizFi360 2 Data

M-S A|EFSECE Normal command mode Of| Al CH2 AT command £ 7| CHEICE

command.
« UDP M &0 A, <remote IP>Q} <remote port>+= optional parameter 2 command £ A&t
Note [If OFCF, WizFi360 -2 CHE destination © 2 data & & &L} Optional parameter & A H 3} X|

=
AS AL, WizFi360 -2 AT+CIPSTART command A3l A| A M St destination © 2 data 7}
S EICH
e <remote IP> A2 & 2|3}, <remote port>= BtEA| A | 0{OF SHC}. OFXH7FX| 2 <remote

port> A2 S 2|3l|, <remote IP>= BFE A| A £| 0 Of SHC}.

3.3.9 AT+CIPSENDBUF: Writes Data into the TCP-Send-Buffer

Commands AT+CIPSENDBUF=<length> AT+CIPSENDBUF=<link ID>,<length>
Functi O| command &3l 2 0j >& return S}, serial data £ £=AISIC} Data 2| Z 0|7} <length>EHE
unction
2T FS, data M &S A|ZHBICY

<current segment ID>,<segment ID of which sent successfully>

OK
>

<length>2 Cf B2 data length 7f /S & 4L [}2=2 return 3K
busy

Connection O] O] 2O/ XX &t QF7 L} disconnect £/ 7/Lf TCP connection Of OfLZ{ L} buffer 7f

Response full 0]7{L} CFE error 7f BFY E &2 L} 2 E return BFL:
ERROR
Data 7} 4FHOE HEE FL /1SS Do I HFEHOE HEE FL 92
return SFCF: return BFCf:
<segment ID>,SEND OK <link ID>,<segment ID>,SEND OK

Data 5&:0f A8t &R Lf S Z return 2L
SEND FAIL

<link ID>: Network connection ID(0~4), multiple connection 0| A AF& =IC} (AT+CIPMUX=1)
<segment ID>: uint32; 22t 9| packet Off &&= ID. 1 £ H buffer 0 data 7} A2 0] & [{OFCH

Parameter

14 Z71etot

<length>: data length, MAX: 2048 bytes.

AT+CIPSENDBUF=1024 AT+CIPSENDBUF=0,1024
Example

0 0,0
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OK OK

* 0| command &= TCP-send-buffer 0f data & 2t/ SIC}. User = SEND OK & 7|Ct2|X] 211
AR O 2 0] command & MlE 4= QICH TCP segment 7} § B3R o2 ML El AL
<segment ID>,SEND OK 7} return | 2 2 0| & S| = QST

o <length>0f M™ &l Z10|QFE data 7} LB E| 7] FHO| +++5 Q& AL, WizFi360 2 command
mode 2 =O0}7}H £=Al =l serial data = AMA|| =IC}

e 0] Command = SSL Connection & X|&/S}X| @=L}

Note

3.3.10 AT+CIPBUFRESET: Resets the Segment ID Count

Commands AT+CIPBUFRESET AT+CIPBUFRESET=<link ID>
OK

Response Connection Of O] 2 OfX|X] Z2t7/LFTCP data 7f &2 7|02/ 10 OIS &R LFEE
return SFCf:
ERROR

Parameter <link ID>: Network connection ID(0~4), multiple connection 0| A AF& =IC} (AT+CIPMUX=1)
AT+CIPBUFRESET AT+CIPBUFRESET=1

Example
OK OK

Note » O] command = AT+CIPSENDBUF 2} €t7H| A& =ICt.

3.3.11 AT+CIPBUFSTATUS: Checks the Status of TCP-Send-Buffer

Commands AT+CIPBUFSTATUS AT+CIPBUFSTATUS=<link ID>

<next segment ID>,<segment ID sent >,<segment ID successfully sent>,<remain buffer size>,<queue

ReSaTE number>
OK
<link ID>: Network connection ID(0~4), multiple connection 0| A AF& EIC} (AT+CIPMUX=1)
<next segment ID>: AT+CIPSENDBUF 0Of 2|38}] & 0{X|= L} segment ID

Parameter <segment ID sent>: Ot X| 2t O 2 M & &l segment ID

<segment ID successfully sent>: OpX| 2O 2 M& M-I &l segment ID

<remain buffer size>: TCP-send-buffer 0| O} Q)= size
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<queue number>: 0| 2 7} =3t queue number, Al2|40| gloBo 2 180 20t AFR I}

AT+CIPBUFRESET AT+CIPBUFRESET=1
20,15,10,200,7 20,15,10,200,7
OK OK

* 20: X[ Al segment ID 7} 19 Q= 2|0|StH, CtS B 0| AT CIPSENDBUF £ AL SHA &|H

Ht5}e| = segment ID = 20 O|LC}.
Example

¢ 15: TCP segment ID 15 = OtX|2 O 2 MEE| segment £ O|X|2H MZ3XO 2 MEE|R=X|
o 4+ gic,
* 10: TCP segment ID 10 O| MZ3 MO 2 MEEL|JSS LIEFHCE
e 200: TCP M & H I o L2 AO|=7} 200byte -2 o|0O|SIC}.
* 7: AH8 7hSTHTCP queue M. AE|Y Glon, 180 20t ALE S| OF L. queue H 2 7F
OO|HTCPO|IOIH= &Y = S*Ef
« 0| Command = SSL Connection S X| 25} X| &+=LC}.
Note » <next segment ID> - <segment ID sent>=1 Q| A2, counting reset 2 2|5}f AT+CIPBUFRESET &

« TCP buffer size = 21,900 byte O|LC}.

3.3.12 AT+CIPCHECKSEQ: Checks If a Specific Segment Was Successfully

Sent
Commands AT+CIPCHECKSEQ=<segment ID> AT+CIPCHECKSEQ=<link ID>,<segment ID>
<segment ID>,<status> <link ID>,<segment ID>,<status>
Response
OK OK

<link ID>: Network connection ID(0~4), multiple connection 0| A AF& =IC} (AT+CIPMUX=1)

<segment ID>: AT+CIPSENDBUF Of 2|3}f & O] X| = segment ID
Parameter <status>

Example AT+CIPCHECKSEQ=20 AT+CIPCHECKSEQ=1,20
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20,TRUE 1,20, TRUE
oK oK
Note » O] command = AT+CIPSENDBUF 2} &H7H| A& =ICt.

3.3.13 AT+CIPCLOSE: Closes the TCP/UDP/SSL Connection

- single connection (AT+CIPMUX=0) ‘ multiple connections (AT+CIPMUX=1)

Commands AT+CIPCLOSE AT+CIPCLOSE=<link ID>
Function TCP/UDP Connection & close StC}.
Response OK

<link ID>: Network connection ID(0~4), multiple connection 0| A AF& =IC} (AT+CIPMUX=1)

Parameter N
ID 7} & AL, &= connection 0| close ZILC}. (server mode & 4% ID5 = O} A3F0| QiC})
AT+CIPCLOSE AT+CIPCLOSE=1

Example
OK oK

3.3.14 AT+CIFSR: Gets the Local IP Address

! Execute Command
\

Commands AT+CIFSR

WizFi360 Of Station mode(AT+CWMODE=1) & &2 L} = return BFLf:

+CIFSR:STAIP,<Station IP address>
+CIFSR:STAMAC,<Station MAC address

OK

WizFi360 O] SoftAP mode (AT+CWMODE=2 ) & &L L}2Z2 return SFCf:

+CIFSR:APIP,<SoftAP IP address>
Response +CIFSR:APMAC,<SoftAP MAC address>

OK

WizFi360 Of Station+SoftAP mode(AT+CWMODE=3) & &2 L}S = return BFLf:

+CIFSR:APIP,<SoftAP IP address>
+CIFSR:APMAC,<SoftAP MAC address>
+CIFSR:STAIP,<Station IP address>
+CIFSR:STAMAC,<Station MAC address>
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Parameter

Example

OK

<SoftAP IP address>: string parameter, WizFi360 SoftAP 9| IP Address
<Station IP address>: string parameter, WizFi360 Station 2| IP Address
<SoftAP MAC address>: string parameter, WizFi360 SoftAP 2| MAC Address
<Station MAC address>: string parameter, WizFi360 Station 2| MAC Address

AT+CIFSR

+CIFSR:APIP,"192.168.4.1"
+CIFSR:APMAC,"02:08:dc:11:12:13"
+CIFSR:STAIP,"192.168.1.88"
+CIFSR:STAMAC,"00:08:dc:11:12:13"

OK

3.3.15 AT+CIPMUX: Enable or Disable Multiple Connections

! Query Command Set Command
\

Commands

Function

Response

Parameter

Example

Note

AT+CIPMUX? AT+CIPMUX=<mode>
connection type 2} QI connection type A7

+CIPMUX:<mode>
OK
OK

<mode>

* 0: single connection (factory default)

* 1: multiple connections

AT+CIPMUX? AT+CIPMUX=1

+CIPMUX:1
OK
OK

» Multiple connection 2 transparent transmission 7| disable & [ A}2 =IC}. (AT+CIPMODE=0).
« Connection mode = & = connection O| disconnect S & [ 24 =IC}.
o OO TCP server 7t T2t 5 U AL, server £ AHH|$F & (AT+CIPSERVER=0) single connection 2 2

HZE & Yt

3.3.16 AT+CIPSERVER: Deletes/Creates TCP Server

e
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Commands AT+CIPSERVER=<mode>[,<port>]
Response OK

<mode>

* 0: server 2HK||
Parameter
» 1:server MM

<port>: port number. 2| += 1~65535 O|H 7|27} 333 O|LC}.

« TCP server = multiple connection mode Of| A i A S} (AT+CIPMUX=1).
Note « server monitor = TCP server 7} MM E [ Atz 0 2 MM EIC}
« client 7} server Of G A E! [, SILIO| connection & X} X|SHH ID 7t & & =IC
AT+CIPMUX=1
OK
Example
AT+CIPSERVER=1,5000

OK

3.3.17 AT+CIPSERVERMAXCONN: Set the Maximum Connection Number
Allowed by Server

Commands AT+CIPSERVERMAXCONN? AT+CIPSERVERMAXCONN=<num>
. . WizFi360 TCP server EE = SSL server Of| WizFi360 TCP server EE= SSL server O
unction

HZ7ts2t X[ client 5= 20l AHZ7ts2t X[ client = 7

+CIPSERVERMAXCONN:<num>
Response oK
OK

<num>: WizFi360 TCP server EE = SSL server Of] A7} 5t X| Ol client =, HQ| = 1~4 O|{

Parameter
7|22t2 4 O|Ch
AT+CIPSERVERMAXCONN? AT+CIPSERVERMAXCONN=2
+CIPSERVERMAXCONN:2 OK
Example
OK AT+CIPSERVER=1,5000
OK
Note 0| command & server & M/ d35}7|™0f| A BIC}.
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3.3.18 AT+CIPMODE: Sets transmission mode

Commands AT+CIPMODE? AT+CIPMODE=<mode>

Function transmission mode 29I transmission mode A

+CIPMODE:<mode>
Response OK
OK

<mode>

* 0: normal transmission mode. (factory default)

Parameter
+ 1: UART-WiFi passthrough mode (transparent transmission). remote IP 3! port 7} H A &| X|
UL AL TCP single connection mode EE+= UDP mode Of| M2t 2 obat 4= QIC}.
AT+CIPMODE? AT+CIPMODE=1
Example +CIPMODE:1
OK
OK
+ O] 2782 flash Off M E|X| @=L
« UART-WiFi passthrough transmission = @F TCP connection O] £ Z 4%, WizFi360 2 +++ &
Note Q! 2 B+O} normal transmission @ 2 B4 E [ 77} X| connection & A< A| £ SHC}

« normal transmission O| 11 TCP connection O| &£ Z A2, WizFi360 =2 connection & LC}A|

A ESHR| Q=r

Lol_

3.3.19 AT+SAVETRANSLINK: Saves the Transparent Transmission Link in
Flash;

Save TCP Single Connection in Flash

AT+SAVETRANSLINK=<mode>,<remote IP or domain name>,<remote port>[,<type>,<TCP keep

Commands alives]
Function M 2l0| 217}l Y, UART-WiFi passthrough mode Of &I /8|11 TCP connection 2 A| E3HC}.
Response OK

<mode>

« 0: M&I0| 21 7}E! [}, WizFi360 -2 UART-WiFi passthrough mode Of &l S} X| =L}, (factory
Parameter default)
o 1: M&I0| Q172! [}, WizFi360 -2 UART-WiFi passthrough mode O &l SHC}

<remote IP>: string parameter, remote IP EE = domain name
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Example

<remote port>: remote port
[<type>]: TCP EE= UDP. 7| £ Zt2 TCP O|LC}.
[<TCP keep alive>]:
e 0: disable TCP keep-alive (default)
e 1~7200: TCP keep-alive £ enable &} 11 keep-alive T & 7+4

second O|LC}.

o

MBI ERIE

AT+SAVETRANSLINK=1,"192.168.2.2",5000,"TCP",5

OK

Save UDP Single Connection in Flash

!
\

Commands

Function

Response

Parameter

Example

AT+SAVETRANSLINK=<mode>,<remote IP>,<remote port>,<type>[,<UDP Local port>]
M &l0o| o7& [, UART-WiFi passthrough mode Off &I 15} 11 UDP connection & A| £ SHC}.
OK

<mode>
« 0: MR0| Q1 7}E! [}, WizFi360 -2 UART-WiFi passthrough mode Of &l S} X| =L}, (factory
default)
«1: M2l0| 217} If, WizFi360 -2 UART-WiFi passthrough mode O &I ISHC}

<remote IP>: string parameter, remote IP EE = domain name

<remote port>: remote port

<type>: string parameter, TCP EE= UDP. 7| £Z}2 TCP 2 UDP 2 A ™ StC}.

[<UDP local port>]: UDP local port

AT+SAVETRANSLINK=1,"192.168.2.2",5000,"UDP",6000

OK

3.3.20 AT+CIPSTO: Sets the TCP Server Timeout

[

Set Command

Commands AT+CIPSTO? AT+CIPSTO=<time>
Function TCP server timeout 29I TCP server timeout A
+CIPSTO:<time>
Response OK
OK
Parameter <time>: TCP server timeout. H 2|-= 0~7200 0|, 7| £} 180 O|C}.
Example AT+CIPSTO? AT+CIPSTO=180
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+CIPSTO:10

OK

OK

3.3.21 AT+CIUPDATE: Updates the Software Through WiFi

‘ Execute Command

Commands

Function

Response

Parameter

Example

Note

AT+CIUPDATE[=<url>]

url O ¥ ZA3S}0] firmware update
+CIPUPDATE: <n>

OK

<url>: string parameter, Firmware file path 2| X|

<n>:
* 1: server 29|
« 2:server Of| A&
« 3: software version 20l

» 4: update A|Z}
AT+CIUPDATE
+CIPUPDATE:<1>
+CIPUPDATE:<2>
+CIPUPDATE:<3>
+CIPUPDATE:<4>

OK

« Upgrade Tool 2 AF23}0] firmware £ updat

3.3.22 AT+PING: Ping Packets

Execute Command

e &t 42 Firmware Update Guide & & X

AT+CIUPDATE="http://<ip>:8080/<filename>"

Upgrade Tool S A2 3}0{ firmware update

<ip>: Local IP address

<filename>: firmware file 0| &

AT+CIUPDATE="http://192.168.0.2:8080/WizFi3
60_SDK.img"

+CIPUPDATE:<1>
+CIPUPDATE:<2>
+CIPUPDATE:<3>
+CIPUPDATE:<4>

OK

o] 3=

Commands AT+PING=<IP address>
+<Time>
Response
OK
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+timeout

ERROR

<IP>: string parameter; host IP EE = domain name

Parameter
<time>: ping response time. £t2|+= ms O| C}.
AT+PING="www.google.com"

Example +52
OK

3.3.23 AT+CIPDINFO: Shows the Remote IP and Port with +IPD

e
[

Commands AT+CIPDINFO=<mode>

Response OK
<mode>

Parameter * 0: +IPD 2} Bt7H| remote IP 2t port £ HEA|SHX| §E=LC}
« 1: +IPD 2} E7H| remote IP @} port & H A|SHCF.

AT+CIPDINFO
Example
OK

3.3.24 +IPD: Receive Network Data

! single connection (AT+CIPMUX=0) multiple connections (AT+CIPMUX=1)
\

+IPD,<len>[,<remote IP>,<remote port>]:<data> +IPD,<link ID>,<len>[,<remote IP><remote

Commancs port>]:<data>
<link ID>: Network connection ID(0~4), multiple connection 0| A AF& =IC} (AT+CIPMUX=1)
<len>: data length.
Parameter [<remote IP>]: string parameter, remote IP, AT+CIPDINFO=1 Q! [} 2t 3} =IC}.
[<remote port>]: remote port, AT+CIPDINFO=1 & [If &M 3} =IC}
<data>: =15t data.
Example +IPD,5:12345 +IPD,1,5,"192.168.0.10",50000:12345
Not O] command = normal command O A{ Bt 8§ S} Ct. WizFi360 O] network data £ =412 [,
ote

serial 2 £} +IPD command & AF235}0] data & H A|SIC}

WizFi360 AT command 55/ 65



@IZnet

3.3.25 AT+CIPSNTPCFG: Sets the Configuration of SNTP

- Query Command Set Command
[

AT+CIPSNTPCFG=<enable>[,<timezone>][,<SNTP
server0>][,<SNTP server1>][,<SNTP server2>]

Commands AT+CIPSNTPCFG?

Function SNTP Server 2+0I SNTP Server 87

+CIPSNTPCFG:<enable>[,<timezone>,<SNTP
Response serverl> <SNTP server2>,<SNTP server3>] OK
OK

<enable>

* 0: Disable SNTP (factory default)
 1: Enable SNTP

[<timezone>]: time zone; B @|+=-11 ~13 O|C}. SNTP 7} enable & &% <timezone>S HIEA|

Parameter M SIC}
[<SNTP server0>]: string parameter, X1 EHR{ SNTP server
[<SNTP server1>]: string parameter, 5= EH R} SNTP server
[<SNTP server2>]: string parameter, A| EHR{ SNTP server
AT+CIPSNTPCFG? AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn","ntp.sjtu.e
du.cn","us.pool.ntp.org"
Example
+CIPSNTPCFG:1,8,"cn.ntp.org.cn”
OK
OK
Not » OFOF SNTP 7} enable | 11 <SNTP server> Parameter 7} A ™M L|X| U S AL, server =
ote

"cn.ntp.org.cn”,"ntp.sjtu.edu.cn”, "us.pool.ntp.org" S £ X EIC}.

3.3.26 AT+CIPSNTPTIME: Checks the SNTP Time

Query Command

Commands AT+CIPSNTPTIME?

+CIPSNTPTIME:<time>

Response oK

Parameter <time>: SNTP time
AT+CIPSNTPTIME?

Example

+CIPSNTPTIME:Wed Jul 24 11:38:25 2019
OK
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3.3.27 AT+CIPDNS_CUR: Sets User-defined DNS Servers; Configuration
Not Saved in the Flash

Commands

Function

Response

Parameter

Example

Note

AT+CIPDNS_CUR=<enable>[,<DNS

2
AT+CIPDNS_CUR? server0>][,<DNS serverl>]

current DNS server 29I DNS server &7

[+CIPDNS_CUR:<DNS server0>]
[+CIPDNS_CUR:<DNS serverl>] oK

OK

<enable>
* 0: default DNS server AFE

* 1: DNS server &
<DNS server0>: string parameter, %1 EHJl| DNS server

<DNS serverl>: string parameter, =Kl DNS server

AT+CIPDNS_CUR? AT+CIPDNS_CUR=1,"1.1.1.1","8.8.8.8"

+CIPDNS_CUR: 1.1.1.1
+CIPDNS_CUR: 8.8.8.8 oK

OK

+ O] 272 flash Of| MEE|X| =L
* <enable>0| 1 O| 11 <DNS server0> @} <DNS serverl> 7} A H | X| &S 42 DNS server =
"208.67.222.222"O 2 A2 EIC},

« DNS server = AT+CWDHCP command 4

WSO HHT 4 ULk

=
* <DNS server0> 2} <DNS serverl> = Z& 4= QIC}

3.3.28 AT+CIPDNS_DEF: Sets User-defined DNS Servers; Configuration
Saved in the Flash

Commands

Function

Response

AT+CIPDNS_DEF=<enable>[,<DNS

AT+CIPDNS_DEF?
¢ > server0>][,<DNS server1>]

Flash O] &£ O] Q! -= DNS Server = QI DNS server A

[+CIPDNS_DEF:<DNS server0>]

[+CIPDNS_DEF:<DNS server1>] oK

OK
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<enable>
« 0: default DNS server AF2

Parameter * 1: DNS server &4
<DNS server0>: string parameter, 1 HH Kl DNS server

<DNS serverl>: string parameter, 5= X{ DNS server

AT+CIPDNS_DEF? AT+CIPDNS_DEF=1,"1.1.1.1","8.8.8.8"

+CIPDNS_DEF: 1.1.1.1

Example +CIPDNS_DEFF: 8.8.8.8

OK
OK

* O 272 flash Of| M EIC}
« <enable>0| 1 O| 11 <DNS server0> @} <DNS serverl> 7} A M| X| &S 42 DNS server =
Note "208.67.222.222"9 2 A EIC}.
* DNS server = AT+CWDHCP command &3 0| H 4 = 4= QIC}.
7

= O
* <DNS server0> 2} <DNS serverl> = Z& 4= QIC}

3.3.29 AT+MQTTSET: Sets the Configuration of MQTT connection.

AT+MQTTSET=<User

?
EoImance AT+MQTTSET: Name>,<Password>,<ClientID>,<AliveTime>

<UserName>,<Password>,<ClientID>,<AliveTime
>

Response OK
OK

<UserName>: string parameter, authentication 2 2|8l A2 &|+= broker Name. Max: 50byte

<Password>: string parameter, authentication 2 |3l A2 &|+= broker Password. Max: 50byte

Parameter
<ClientID>: string parameter, broker 0| &4 &|-= Client ID. Max: 50byte
<AliveTime>: broker 2}9| alive time. 2 2|= 30s~300s O|C}.
AT+MQTTSET="? AT+MQTTSET="wiznet","12345678","wiznet-
01",60
2L "wiznet","12345678","wiznet-01",60
OK
OK
Note » O] command += broker O ¥ASI7| M0 A £| 0 OF SHCt..
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3.3.30 AT+MQTTOPIC: Sets the Topic of Publish and Subscribe

AT+MQTTTOPIC=<publish topic>,<subscribe

Commands AT+MQTTTOPIC? topicl>[,<subscribe topic2>][,<subscribe
topic3>]
< i ic>,< i ic>
e publish topic>,<subscribe topic oK
OK
<publish topic>: string parameter, WizFi360 O| publish S} topic
<subscribe topic1>: string parameter, WizFi360 O| subscribe S} topic
Parameter
[<subscribe topic2>]: string parameter, WizFi360 O| subscribe S} topic
[<subscribe topic3>]: string parameter, WizFi360 O| subscribe S} topic
AT+MQTTTOPIC? AT+MQTTTOPIC="pubTopic","subTopic"
Examplel "pubTopic","subTopic"
OK
OK
AT+MQTTTOPIC? AT.+I\/I"C}'TTTOPIC.= [:')ubToplc ,"subTopicl","SubT
opic2","SubTopic3
Example2 "pubTopic","subTopicl","SubTopic2","SubTopic
3 OK
OK
N * O] command & broker 0] 1 ZA5}7| 7 0f 47 &[0 Of BHCt.
ote

« <subscribe topic2> 2} <subscribe topic3>+ Firmware v1.0.5.0 O| & version £ E| Af2 715 S}LC}.

3.3.31 AT+MQTTCON: Connects to a Broker

Commands AT+MQTTCON=<enable>,<broker IP>,<broker port>
CONNECT

OK
Response
CONNECT FAIL

ERROR

<enable>:

« 0: authentication ¢} 0| broker 0f ¢4
Parameter
« 1: authentication broker 0 &2

<broker IP>: string parameter, broker IP address
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<broker port>: broker port number

subscribe S} 11 Q! = topic | message 7} =4l 2 [I§OFCt CF2 2 return SHCF

Message
<subscribe topic> -> "subscribe data"
AT+MQTTCON=0,"192.168.1.20",1883
Example CONNECT

OK

3.3.32 AT+MQTTPUB: Publish a message

Set Command

Commands AT+MQTTPUB=<message>

Response OK

Parameter <message>: string parameter, publish 2 message

AT+MQTTPUB="publish data"
Example
OK

* O] command & MQTT 7} A A0} US I ALEEICH
Note « Publish $t data O] topic 2 AT+MQTTTOPIC command Of 2|8} 2 k|, A& Xt= broker Of

AZDE7| 0| topic S 27 THCt.

3.3.33 AT+MQTTDIS: Disconnects from a Broker

‘ Execute Command

Commands AT+MQTTDIS

Response CLOSE

3.3.34 AT+AZSET: Sets the Configuration of Azure loT Hub connection.

‘ Set Command

Commands AT+AZSET=<hub ID>,<device ID>,<key>

Response OK

<hub ID>: string parameter, loT Hub 2| ID
Parameter

<device ID>: string parameter, loT Device 2| ID
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<key>: string parameter, loT Device 2| Key

AT+AZSET=" wiznet-iothub"," wiznettest"," "

Example
OK

Note » O] command = Azure loT Hub O] ¥-ZA3}7| M 0f| A7 | OfOf SHCt.

3.3.35 AT+AZCON: Connects to a AZURE

Commands AT+AZCON
CONNECT
OK
Response

CONNECT FAIL

ERROR

loT Hub 22 E{ message 7} =A1E! I|OFC} CF2-S return SEC} O] AT+MQTTTOPIC
command £ S5} <Subscribe topic>2 "devices/<deviced ID>/message/devicebound/#" © 2

Message A ™8l of siCt.
devices/<device ID>/messages/devicebound/<property_bag>-> <subscribe data>

<device ID>: loT device ID
Parameter <property bag>: | A| X| &9 Zt. key/value 2 &2 O| £ url-encoded & A O|C}.

<subscribe data>: subscribe S}= Topic 2| data
AT+AZSET="WIZnetTest","wizfi360","-----------------—— "
OK

AT+MQTTTOPIC="devices/wizfi360/messages/events/","devices/wizfi360/messages/devicebound/#

OK
Example AT+AZCON
CONNECT
OK
Connect O| & Cloud Of| A| Device £ H|O|EH & M&& A2, WizFi360 2 C21F 20|

Return SHC}.
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devices/wizfi360/messages/devicebound/%24.mid=test1
&%24.t0=%2Fdevices%2Fwizfi360%2Fmessages%2FdeviceBound&iothub-ack=full -> Hello Wiznet!

» O] command £ ™ £3}7| M 0f| AT+AZSET command 2F AT+MQTTTOPIC command £ A& SHCt
* Connect 0| & AT+MQTTPUB command & E3|| Azure Sever 0 0| O| | & ®™ & SHC}

[=Ry

Note
* Xt M| B L& -2 https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-mqtt-support S
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4 Command History

Command = Of2 Q| 3 & Firmware Version O| 2 2 E{ At 7t SHC}

AT, AT+RST, AT+GMR, AT+GSLP, ATE, AT+RESTORE, AT+UART_CUR, AT+UART_DEF, AT+SLEEP,
AT+SYSIOSETCFG, AT+SYSIOGETCFG, AT+SYSGPIODIR, AT+SYSGPIOWRITE, AT+SYSGPIOREAD,
AT+CWMODE_CUR, AT+CWMODE_DEF, AT+CWJAP_CUR, AT+CWIAP_DEF, AT+CWLAPOPT,
AT+CWLAP, AT+CWQAP, AT+CWSAP_CUR, AT+CWSAP_DEF, AT+CWLIF, AT+CWDHCP_CUR,
AT+CWDHCP_DEF, AT+CWDHCPS_CUR, AT+CWDHCPS_DEF, AT+CWAUTOCONN,
AT+CIPSTAMAC_CUR, AT+CIPSTAMAC_DEF, AT+CIPAPMAC_CUR, AT+CIPAPMAC_DEF,
AT+CIPSTA_CUR, AT+CIPSTA_DEF, AT+CIPAP_CUR, AT+CIPAP_DEF, AT+CWSTARTSMART,
AT+CWSTOPSMART, AT+WPS, AT+CWHOSTNAME, AT+CWCOUNTRY_CUR,
AT+CWCOUNTRY_DEF, AT+CIPSTATUS, AT+CIPDOMAIN, AT+CIPSTART, AT+CIPSSLSIZE,
AT+CIPSEND, AT+CIPSENDEX, AT+CIPSENDBUF, AT+CIPBUFRESET, AT+CIPBUFSTATUS,
AT+CIPCHECKSEQ, AT+CIPCLOSE, AT+CIFSR, AT+CIPMUX, AT+CIPSERVER,
AT+CIPSERVERMAXCONN, AT+CIPMODE, AT+SAVETRANSLINK, AT+CIPSTO, AT+CIUPDATE,
AT+PING, AT+CIPDINFO, +IPD, AT+CIPSNTPCFG, AT+CIPSNTPIME, AT+CIPDNS_CUR,
AT+CIPDNS_DEF

1.0.1.0

1.0.2.4 AT+MQTTSET, AT+MQTTOPIC, AT+MQTTCON, AT+MQTTPUB, AT+MQTTPUB, AT+MQTTDIS

1.0.4.1 AT+AZSET, AT+AZCON

1.0.5.1 AT+SSLCCONF, AT+CASEND
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Copyright Notice

Copyright 2019 WIiZnet Co., Ltd. All Rights Reserved.

Technical Support: https://forum.wiznet.io/

Wiki :_https://wizwiki.net

Sales & Distribution: mailto:sales@wiznet.io

For more information, visit our website at http://www.wiznet.io/
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