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1 Introduction

WIZnet TCP/IP devices= MACRAW ZEO|A &=l PPP/PPPoE ProtocolE X|&SHCt. PPP
Protocol2 ISP(Internet Service Provider)O A X|&35}= Network Access Server(NAS)0| point-
to-point & 4S5l IP data packet2 T ESH= Link-layer protocolO|Ct. PPP/PPPoEQ]
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Figure 1. PPPoE (ADSL2| O|-& 0f)
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MACRAW E E L= FEthernet MACES 7|Hto 2 1 AQ| Protocol2 Host7} 22X UEE &
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Figure 2. Simple flow of PPPoE with MACRAW mode
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HXY MACRAW ZE=2 AJNS QE ot F PPPoE Connection ProcessE =aistC}. PPPoE
Connection ProcessOf A= EtZ7|2F NASZ} Discovery, LCP, Authentication(PAP, CHAP), IPCPQ]
2t ZREE0 siSots HAIXIE WA £l0f, Ol &3l NASOIA & IP AddressE
WIZnet TCP/IP deviced|| M350 SZtStAH O E2M point-to-point HZ0| AN =IC}.

PPPoE AZAO|N £=3E|= protocole| SZt L 3. Connection ProcessOfA| XtA|S| CtE
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2 Implementation

= Figure 31t 20| FoIE0 QAL
R, Tx = Z2E= OHO|f IZe &, #4& o) 0|&dts =2/ H=22 SU2g,

24 FeoAMEs HES dABI0] ALESHRALY

—

PPPoE Connection Process2| T{A|X| W2t 0t™2 Cf

PPPoE Protocol
Packet Exchange Process

Making
Request packet
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Request packet or Pa;:::{gmagnd
Response packet Response packet
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s
s \
W 1

o

MACRAW

Figure 3. PPPoE Simple Implementation Diagram
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Table 1. MACRAW mode PPPoE Functions list

// PPPoE Start function
uint8_t ppp_start(uint8_t * pppoe_buf);

/1 PPPoE Discovery function

void do_discovery(void);

/1 PPPoE protocol message generate functions
void do_lcp(void);

void do_lcp_echo(void);

uint8_t do_lcp_terminate(void);

void do_pap(void);

void do_pap(void);

/1 PPPoE protocol message send function

void ppp_send(void);

// PPPoE Packet check and response send function

void ppp_recv( uint16_t received_len );

// Write Server MAC address and session ID

void set_pppinfo(uint8_t * nas_mac, uint8_t * ppp_ip, uint16_t nas_sessionid);

// PPPoE Delay function

void delay_ms(uint32_t time);
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3 Connection Process

MACRAW B EE 0|23}0] PPPOE SIS

Phase 0O,
Socket 0 Open with MACRAW mode

Connection F'haz‘..e 1
Process: || B feesemeeansnasaasaaen PPPoEDiscovery ...
W R Phase, T

O PRASAE T
PPPoE: PAP (Password Authentication Protocol) or

________________________________________________________________

Phase 4,
___ PPPoE: IPCP (Internet Protacolyr) Control Protocol)

Figure 4. PPPoE Connection Process with MACRAW mode
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3.1 Socket 0 Open in MACRAW mode
CHU7|o| PPPOE 1 I SAIZ 2T 7|EHQl B

A &l StCt. O] Application note
Ol Al TSt PPPOEL MACRAW REE ASSIDE, MACRAW BEE 431 0HE openirt,

Table 2. Socket OPEN with MACRAW mode

/* PPPoE Setup */

#define Sn_MR_MACRAW 0x04

sock_num = 0; // The SOCKET use only the SOCKETO.

dummyPort = 0; // The source port for the socket, not used port number.

mflag = 0x80; // MAC filter enable in MACRAW

/* OPEN SOCKETO with MACRAW mode */
Switch(getSn_SR(sock_num)
{
Case SOCK_CLOSED :
close(sock_num);
socket(sock_num, Sn_MR_MACRAW, dummyPort, mFlag);
break;

Case SOCK_MACRAW :

break;
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3.2 PPPoE Discovery Process

Ctaty|o] S JHAISE7| I8l PPPOE Server(NAS)9t G1Z S #=8isiC.
- 9 Z3 NASS/ MAC address £ 25

- NASZEE ELOJA ALEE Session IDE 2=

R

WIZnet device

7
______________________________ PRRoE Discovery
L. PADI (Sroadcast, PPPoE Actve Discovery nitation) | i
A (2.PMD0 Fprof Active Discovery Offer)
4 PADR (Unicast, PPPoE Active Discovery Request) | 7,
A | 4. PADS (PPPoE Aciive Discovery Session confirm)

Figure 5. PPPoE Discovery Process

Table 3. PPPoE Discovery

/* PPPoE Discovery */

pppoe_state = PPPoE_DISCOVERY;

/* PPPoE Discovery : ppp_start() */

do_discovery(); // Send PADI massage using broadcast

pppoe_retry_send_count++;

while( ! FLAG_DISCOVERY_RCV_PADS )// Not receive PADS

{
received len = getSn_RX_RSR(sock_num) // Received packet length

if( received_len > 0) // If packet received

{

ppp_recv(received_len);// Receive packet and Parse process
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if( FLAG_DISCOVERY_RCV_PADS )
pppoe_state = PPPoE_LCP; // Go to the next phase: PPPoE_LCP
}
}
/* PPPoE Discovery : ppp_recv(received_len) */
Case PPPoE_DISCOVERY :
If( PPPOE_PADO ) // PADO massage received
{
while( taglen ) // If tag length > 0
{
switch( tagname ) // Process Tags and making PADR massage
{
case SERVICE_NAME :
case HOST_UNIQ :
case AC_NAME:
case AC_COOKIE :
// Making PADR massage
break;
3
taglen =- ppp_tag_len; // Length of all tags - length of each tag
3
ppp_send(); // Send PADR massage using unicast
3
else if( PPPoE_PADS ) // PADS massage received
{
// Session ID is used to whole connection process after PPPoE discovery process.
NAS_sessionid = received NAS session ID; // Save Session ID from NAS
pppoe_control_flag = pppoe_control_flag | FLAG_DISCOVERY_RCV_PADS;// Received PADS indicate
flag
3
Break;
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3.3 PPP LCP Configuration Process

NASQtO| @2 &l PPPoE HZAZS 23t 7|2AtHES2 Z7dTHC}.
LCP M 322 0|23}0] Ct21} 22 AISS MZ Q% (Config-Request)st
ACK)StH, ZF Q¥ 1t SH2 &Yt Magic NumberE O|83610{0F SHCt.

- MRU (Maximum Receive Unit)
- Authentication Protocol (PAP, CHAP &)

2 & (Config-

<Notice>
Haste O HYo AATEOQ|l =M PacketZ Parsingdt= ppp_recv(received_len); &t
Ol= 2= 40| #20f A= ZAO| otL{D{, 7|2XQl PPPoE 1212 3 Lot %40
ST FAE0] Ut
olof J|2Moz THE SM Qo] 7 M0 27 F, FHE Y2 M RFCO|
HolEl sl ZEEEZ9| M B[AEE TSI IO mep #5t7| Higtch o|of CHgt
FE2 M ZE 0| noticeZ HEA|X[O{ RACE.
WIZnet device
P Phasez. T
i i e e PPPOE: LCP (Link Control Protocol)
1 1,LCP:Config-Request (Magichum.=xx, MRU, Aut=PAP]
M 2.1CP: Config-Ack (MagicNum=xx, MAU, Aut=PAP) b
P 3. LCP : Config-Request (Magichum.=yy, MRU, Aut=PAP) =
Ml=—————=  4.LCP: Config-Ack (Magichum. =yy, MRU, Aut.=PAP)

"“ Sent [2. Config-Ack] and received [4. Config-Ack], Go to the Next Phase |

Figure 6. PPP LCP Configuration Process
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Table 4. PPP LCP Configuration

/* PPP LCP Configuration : ppp_start() */
// Received packet length

do_lcp_echo();// Send LCP Echo-Request

pppoe_retry_send_count++;

while( ! FLAG_LCP_CR_RCV)

{
received_len = getSn_RX_RSR(sock_num);
if( received_len > 0 )
{
ppp_recv(received_len); // Receive packet and Parse process
if (FLAG_LCP_CR_RCV ) do_lcp();// Send LCP Configuration-Request
3
3

while( ! FLAG_LCP_CR_SNT)
{
received_len = getSn_RX_RSR(sock_num);
if( received_len > 0))
{
ppp_recv(received_len); // Receive packet and Parse process
if( FLAG_LCP_CR_SNT)
{
// Authentication protocol : PAP, Go to the next phase: PPPoE_PAP
If( auth_protocol == PPPoE_PAP ) pppoe_state = PPPOE_PAP;
// Authentication protocol : CHAP, Go to the next phase: PPPoE_CHAP
else if( auth_protocol == PPPoE_CHAP ) pppoe_state = PPPoE_CHAP;
// Unknown Authentication protocol, Go to the failed state: PPPoE_FAILED
else pppoe_state = PPPoE_FAILED;

break;
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/* PPP LCP Configuration : ppp_recv(received_len) */

Case PPPoE_SESSION :
If( PPPoE_LCP )
Switch( codename )
{
Case CONFIG_REQ :
getlen = all option length;
While( getlen )
{
opt_code = option code;
opt_len = option length;
Switch( opt_code )
{
Case LCP_MRU :
Case LCP_AUTH :
Case LCP_MAGICNUM :
// Parsing and making Config-Ack massage
break;
Default :
// Making Config-Reject massage
// and rej_idx += opt_len;
break;
3
getlen -= opt_len;
}
/1 Send Response message for Request message from NAS
If( rjt_idx ) // if any option is rejected, send reject message and then wait Config-Request
{
// Making Config-Reject massage and send
ppp_send();
}
else // Send Config-Ack, lcp_cr_rcv flag set
{
/1 Making Config-Ack massage and send
ppPp_send();
3

Break;
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Case CONFIG_ACK : // ack, then lcp_cr_sent flag set
FLAG_LCP_CR_SNT = 1; // Set flag

Break;

/* Notice : This part is not implemented. */
/* If necessary, please implement more for reply for request from NAS. */
/*
case CONFIG_REJ : //reject
break;
case ECHO_REQ : // Echo-Request
break;
*/
Default : break;
3
Break;

Break;
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3.4 PPP Authentication Process

PPPOE 1O ALEZAL Q152 XN2[5t7| st IEOICE O ALEAL Q15 HES 0|8
X0 CH8A{= Ch. 2.4 LCP Configuration ProtocolOj A Z™HEICH. &R 3=l PPPoE =211
2HO| A= Authentication protocolZ PAPQ} CHAPE X|3IH ALEXt7F Qs 42 F=I7HH

ol oIS YRS Foloty festH o

3.4.1 PAP (Password Authentication Protocol)

PAP= NASE A}F2X}O| IDQ} PasswordDt HL{DI NAST} 201510 Ack(2HIE AFRXA}) /
Nak(ZHIEX| 42 AFEXHEH AFEXIO|A ©ESH= 7HEHSE Q15 HAIO|CEH AFEXETL AckE

L O o

FASHH 2B 2 dEH2Z O|ROX|1L, TE EAZ FOoj7tA E .
WIZnek device
P T T Phased. T :
; PPPOE: PAP (Password Authentication Protocol) ]

Figure 7. PAP Authentication Process

Table 5. PAP Authentication

/* PPP PAP Authentication */
/* PPP PAP Authentication : ppp_start() */
do_pap();// Send PAP Authentication-Request
pppoe_retry_send_count++;
// Received packet length
While( ! FLAG_PAP_ACK_RCV)
{
received len = getSn_RX_RSR(sock_num) // Received packet length
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if( received_len > 0) // If packet received

{

ppp_recv(received_len); // Receive packet and Parse process

if( FLAG_PAP_ACK_RCV ) pppoe_state = PPPoE_IPCP; // Go to the next phase: PPPoE_IPCP

/* PPP PAP Authentication : ppp_recv(received_len) */

Case PPPoE_SESSION :
If( PPPOE_PAP )

{
If( codename == CONFIG_ACK ) FLAG_PAP_ACK_RCV = 1; // Set PAP Ack receive flag

Break;

Application Note — PPPoE in MACRAW mode v1.0.0
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3.4.2 CHAP (Challenge-Handshake Authentication Protocol)
I CH2 QIS ZZEZQ| CHAP

20| PAPRCH SO0l 2 SHE XD S JleNY CHAPSl 913 s ol

1. NAS(PPPoE Server)= zH&E3t 72l Challenge Value(CV)E = &3t CHAP-Challenge 1
7S Chtz & AISHC)

2. CHAP-Challenge HA|X|E £=AlTt CH2E2 CV ZF0f XpAQ| password, 12|10 &
SOl ID Z}2 0|235l0] Message Digest 5(MD5) EfAl© 2 Hashed Value(HV)E A

o

x

0x

811, O] HVE Eh2 CHAP-Response IfZ/S NASZE M EHSiCY,

[ ey
3. IS AT 2T AMHE XHAo] MEME CV o RHMel AN HolEo ME

ElAREXL IDQF IfZl YT E 0|8t HV g2 MdstY =4IE HVel H|uDtC}.

4. QHOF HVGL HV ZtO| UXIBHCID ST ALRAIE Q&S ALRALE HHEHSIT NASE
Et2t2 CHAP-Success A|X|E ELf &8, =X UCH CHAP Fail HA|X|2
st

o

N

WIZnet device

i """ Phase3.

PPPoE: CHAP (Challenge Handshake Authentication Protocol) ;

P — ~ 1.CHAP:CHAP-Challenge(cv) |

2. CHAP : CHAP-Response (HV = MDS(CV, Passwurd 10)) .;J

e e ol e o, 0 - e A, e e

< 3.Compare HVwith HV * ",/
‘ MV ' =MDS(cV, Password, ID) A
===t 4.CHAP:CHAP-SuccessorCHAP-Fail ¥
- St |
& Received [4. CHAP-Success], Go to the Next Phase

e e

Figure 8. CHAP Authentication Process
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Table 6. CHAP Authentication

/* PPP CHAP Authentication */
/* PPP CHAP Authentication : ppp_start() */
/1 Received packet length
While( ! FLAG_CHAP_SUC_RCV )
{
received len = getSn_RX_RSR(sock_num) // Received packet length
if( received_len > 0) // If packet received
{
ppp_recv(received_len); // Receive packet and Parse process

if( FLAG_CHAP_SUC_RCV ) pppoe_state = PPPoE_IPCP; // Go to the next phase: PPPoE_IPCP

/* PPP CHAP Authentication : ppp_recv(received_len) */

Case PPPoE_SESSION :
If( PPPOE_CHAP )
{
Switch( chap_algorithm )
{
Case MD5 : // 0x05, using MD5 algorithm
Switch( codename )
{

Case 0x01 : // CHAP-Challenge
// MD5 Calculation CV and send CHAP-Response to NAS
ppp_send();
break;

Case 0x03 : // CHAP-Success
FLAG_CHAP_SUC_RCV = 1;
break;

Case 0x04 : // CHAP-Failed

Default : break;

3

break;

/* Notice : This part is not implemented. */

/* If necessary, please implement more for the other CHAP algorithm */

_—
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/*

Case MS_CHAP : // 0x80

Case MS_CHAP_V2 // 0x81
break;

*/

Default : break;

Break;
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3.5 PPP IPCP Configuration Process

IP protocolOf|A| A% IP, Gateway, DNS addressS 2| =AE 2 ESICt,
<Notice>
N&st= O|A| HO AAREO| £=Al PacketS Parsingdlt= ppp_recv(received_len); &t
Ol= 25 M0 &0 U= AO| O, 72X Ql PPPoE F1oiS o) ERot Zao
gMEL FE UL
otoF 7|EXez FHE SH o F7t Mo 2FE FR, FHE 7|2 S48 RFCO|
HolEl i ZEEFEO| M 2AEE TS0 Qo mat 57| Higot. 0fof TSt
HE2 M ZE A0 notice2 HA|L|O| QULCEH.
>

H. MAS

WIZnet device (PPPoE Server)

: F-"hasefl
1 .. PppoE: IPCP (Internet Protocolii?) Control Protocol)

o 1. IPCP : Cnnﬁg—ﬂ'equest (Options : |P address, ...} :
M 2.IPCP:Config-Ack (Options : P address, ) b=
s 3.IPCP : Config-Request (IP address : 0.0.00,..) b=
—————ox  4.1PCP: Config-Nak (IP address : IP address from NAS, ..)  *
* 5. IPCP : Config-Requset (IP address : IP address from NAS, ..) ———i
|l|
o . 6. IPCP : Config-Aak (IP address : IP address from NAS, ...) X

...............................................................

& Sent [2. Cunﬁg—Ack] and received [6. Config-Ack], Go to the Next Phase

fmmem - e L L e e e

Figure 9. PPP IPCP Configuration Process
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Table 7. PPP IPCP Configuration

/* PPP IPCP Configuration */
/* PPP IPCP Configuration : ppp_start() */
// Received packet length
While( ! FLAG_IPCP_CR_RCV )
{
received len = getSn_RX_RSR(sock_num) // Received packet length
if( received_len > 0) // If packet received
{
ppp_recv(received_len); // Receive packet and Parse process

if( FLAG_IPCP_CR_RCV ) pppoe_state = PPPoE_IPCP;

if( FLAG_IPCP_CR_RCV )
{
do_ipcp();
While( ! FLAG_IPCP_CR_SNT )
{
received len = getSn_RX_RSR(sock_num) // Received packet length
if( received_len > 0) // If packet received
{
ppp_recv(received_len); // Receive packet and Parse process
if ( FLAG_IPCP_CR_SNT )
{
// PPPoE Configuration setting
set_pppinfo(NAS_mac, pppoe_ip, NAS_sessionid);
/1 Return PPPoE Connection success

ret = PPP_SUCCESS;

/* PPP IPCP Configuration : ppp_recv(received_len) */

Case PPPoE_SESSION :

If( PPPoE_IPCP )

_—
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Switch( codename )
{
Case CONFIG_REQ :
Case CONFIG_NAK :
getlen = all option length;
While( getlen )
{
opt_code = option code;
opt_len = option length;
Switch( opt_code )
{
Case 0x02 : // IP compression
Case 0x03 : // IP address
// Parsing and making Config-Ack massage
// Save assigned IP address

break;

default :
// Making Config-Reject massage
// and rej_idx += opt_len;
break;
3
getlen -= opt_len;

3

{
// Making Config-Reject massage and send
ppp_send();
}
else // Send Config-Ack, lcp_cr_rcv flag set
{
/1 Making Config-Ack massage and send

ppp_send();
FLAG_IPCP_NAK_RCV = 1;

Application Note — PPPoE in MACRAW mode v1.0.0

/* Notice : This part is not fully implemented. */

/* If necessary, please implement more for DNS or etc.*/

/1 Send Response message for Request message from NAS

If( rjt_idx ) // if any option is rejected, send reject message and then wait Config-Request

I
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break;
Case CONFIG_ACK : // Ack, then ipcp_cr_snt flag set
if( flag_ipcp_nak_rcv ) FLAG_IPCP_CR_SNT = 1;

break;

Break;

Application Note — PPPoE in MACRAW mode v1.0.0
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3.6 PPPoE Configuration Setting Process

PPPoE connection2 2|3l Socket 0 MACRAW modeZ opendstil 22X X| IP, MAC address,
Session IDE NASEEHEE ¢2 5 Ci2t7|o| 7|EsiCt. 1 & AZS PPPoER AF2317| Q8)
MR 2| X|AE(Common Mode Register)ES PPPoEE M3l =1 opendstH O] EE AEXt=
PPPOEZ 0|83 % 7| HICk.

TH27|= PPPoE HZO| §&8X2 2 O|FOX|H AZO| X|&£Z 28 H/W X2 FoE
LCP Echo RequestZ TimerO| A&JjZXl Z=7|0iCt NASE M&SCE O [ Timero F7|&=

PTIMER BX|AEC| MHS E8) XH Jt=siC}.

Table 8. PPPoE Configuration Setting

/* PPPoE Configuration Setting */

#define PTIMER (COMMON_BASE + 0x0028)
#define Sn_MR_PPPOE  0x05

#define Sn_CR_OPEN  0xO01

i=0; // index for ‘for’ statement

/* Set PPPoE bit in MR(Common Mode Register) : Enable Socket O PPPoE */
[INCHIP_WRITE(MR,INCHIP_READ(MR) | MR_PPPOE);

/* Set PPPoE Network information */

for (i = 0; i < 6; i++) IINCHIP_WRITE((Sn_DHARO(0)+i), mac[i]); // NAS MAC address
for (i = 0; i < 4; i++) IINCHIP_WRITE((Sn_DIPRO(0)+i), ip[i]); // Assigned IP address
[INCHIP_WRITE((Sn_DPORTO(0)), (uint8)(sessionid >> 8)); // Session ID
[INCHIP_WRITE((Sn_DPORTO0(0)+1), (uint8)sessionid);

setSn_IR(0, getSn_IR(0));

/* Set PPPoE Timer */
[INCHIP_WRITE(PTIMER,200); // 5 Sec timeout
/* Open Socket in PPPoE mode */
[INCHIP_WRITE(Sn_MR(0),Sn_MR_PPPOE);
[INCHIP_WRITE(Sn_CR(0),Sn_CR_OPEN);
while( INCHIP_READ(Sn_CR(0)) );

wait_1us(1);
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4 Demonstration

g2

MACRAW R EO|A 3= PPPoE Protocollf W7100AE O|&3%I0 NASEEE |IP
B\t X9 1S HOICE NAS= Windows Server 20002 O|&35I¢ o, ©l
S EZZEZL2 PAPE A2 10 192.168.200.4252E{ 2| IP addressE IP poolZ2 AHEBI0] o
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LCP Echo RequestE X522 ELf HZZ FX|TICE

W7 1004 Net Config Information
MAC ADDRESS 1P ; 00.08.de 11,2233
SUBNET MASK: : 255,255,255 000
GV IPADDRESS ; 192.168.001.001
LOCAL P ADDRESS : 000.000,000.000
====== [JACRAWPPPOE ======
PHASE 0. Socket 0 Open with MACRAW mode
PHASE 1. PPPoE Discovery
PHASE 2. PPPoE LCP
PHASE 3. PPPoE PAP
PHASE 4. PPPoE IPCP

PHASE 5. PPPoE Socket open

<=<< PPPOE Success ===>
Assgined [P address - 152168 200.045

Figure 10. Serial Terminal capture of PPPoE Demonstration

Source . Desfination | Protocel | Info. =
CadmusCo_58:%h;:3e wiznet_11:22:33 PPPOED  Active Discovery offer (PADO) AC-pName='WIZWET-WH74WLS6'
wiznet_11:22:33 CadmusCo_58:9b:3a PPPOED  Active Discovery Regquest (PADR)
CadmusCo_58:0b:3e Wiznet_11:22:33 PPPoED  Active Discovery Session-confirmation (PADS)
wiznet_11:22:33 CadmissCo_58:9b:3e PPP LCP Echo Reguest
Cadmusco_58:9h:3e wizner_11:22:33 PPP LCP configuration Request
wiznet_11:22:33 CadmusCo_58:5b;3e PPP LCP configuration Ack
wizner_11:22:33 CadmusCo_58:9b:3e PPR LCP cConfiguration Reguest
Cadmusco_58:5h:3e wizner_11:22:33 PPP LCP configuration ack
wWiznet_11:22:33 CadmusCo_58:9b:3e PPP PAP Authenmticate-Request
Cadmusco_38:2h:3e wiznet_11:22:33 PPP Pap authenticate-ack
Cadmusco_58:0h:3e wiznet_11:22:33 PPP IPCP Configuration Reguest
wWiznet_11:22:33 CadmusCo_58:0b:3e pPe IPCP Configuration ack
wiznet_11:22:33 CadmusCo_58:9b:3e ppp IpCP Configuration Reguest
Cadnusco_58:%h:3e wiznet_11:22:33 pPe IFCP configuration nak
wiznet_11:22:33 CadmusCo_3B8:0b:3e PPP IPCP Configuration Reguest
Cadmusco_58:9b:3e wiznet_11:22:33 PPP IFCP Configuration Ack
wizner_11:22:33 CadmusCo_58:5b:3e PPP LCP Echo Reguest
Cadmusco_38:%h:3e Wiznet_11:22:33 PPP LCP Echo Reply
wWiznet_11:22:33 CadmusCo_58:5b:3e FPR LCP Echo Reguest
Cadmusco_38:9h:3e wiznet_11:22:33 PPP LCP Echo Reply -]
Figure 11. PPPoE Connection Process - Packet Capture
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