@}Znet

PPPoE Application Note
in MACRAW mode

Version 1.0.0

WIZnet

© 2018 WIZnet Co., Ltd. All Rights Reserved.
For more information, visit our website at http://www.wiznet.io

Application Note — PPPoE in MACRAW mode v1.0.0


http://www.wiznet.io/

@ IZnet

Table of Contents

T INEroduCtion c..cviiniiiiiniiiiiiii e
2 Implementation. . cocieiiiiiiiiii i e e
3 Connection ProCeSS .....couvvuiiuiiiiiiiiniiiiiiiiiiiiiiiineneneeans
3.1 Socket 0 Open in MACRAW mode ......cccovvvviiniiiinnnnnnns
3.2 PPPOE DiSCOVErY ProCeSss ..vvvvueiieineeieieeeeineeennneeennnns
3.3 PPP LCP Configuration Process........cccovvvviieeiennennnnnn.
3.4 PPP Authentication Process ..........cccovvvviiiiiiniininnnnn,
3.4.1 PAP (Password Authentication Protocol)
3.4.2 CHAP (Challenge-Handshake Authentication Protocol)
3.5 PPP IPCP Configuration Process......cccceeviiiieiennennnnnn.
3.6 PPPoE Configuration Setting Process
4 Demonstration .......ieieiiiiieiiiiiiiii e
Document History Information .........cceviiiiiiiiiiiiiiiiiiiiiiiiiieeeenn,

Application Note — PPPoE in MACRAW mode v1.0.0




@}Znet

1 Introduction
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Figure 2. Simple flow of PPPoE with MACRAW mode
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Connection ProcessOf| A{= TH2t7|QF NASZ} Discovery, LCP, Authentication(PAP, CHAP), IPCP2]
2t Z2EE0 siEsts HAIXIE WSt o, O|E &3 NASOIAM ZEE IP AddressE
WIiZnet TCP/IP deviceOf| &7%t0] SESHAH &2 2M point-to-point HZ0| HFECH
PPPoE HZAO|A +=FE|= protocol?| &% LHE2 3. Connection ProcessOlA| XtA|3S| CHE
Ct.

Application Note — PPPoE in MACRAW mode v1.0.0 4




WIZHet

2 Implementation
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Figure 3. PPPoE Simple Implementation Diagram
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Table 1. MACRAW mode PPPoE Functions list

// PPPoE Start function
uint8_t ppp_start(uint8_t * pppoe_buf);

// PPPoE Discovery function

void do_discovery(void);

// PPPoE protocol message generate functions
void do_lcp(void);

void do_lcp_echo(void);

uint8_t do_lcp_terminate(void);

void do_pap(void);

// PPPoE protocol message send function

void ppp_send(void);

// PPPoE Packet check and response send function
/ /Because socket is opened at macraw, parsing first packet and then next time parsing next
packet

void ppp_recv( uint16_t received_len );

// Write Server MAC address and session 1D

void set_pppinfo(uint8_t * nas_mac, uint8_t * ppp_ip, uint16_t nas_sessionid);

/1 PPPoE Delay function

void delay_ms(uint32_t time);
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3 Connection Process

MACRAW ZEE O|2310] PPPoE HZAE +3St7| QI8 Ct2

=]
my!
rlo
=]
ox
mjo
M
P
sl
il
il

Phase 0.
Socket 0 Open with MACRAW mode

Connection Phase 1,
Process: | B Eessceacsriarsas PPPoE Discovery
N [2panreanreanyeanyeanyeanyeasyy T N AR A A A A S

PPPoE: LCP (Link Control Protocol)

Phase 3.
PPPoE: PAP (Password Authentication Protocol) or

________________________________________________________________

~ Phasea.
PPPoE: IPCP (Internet Protocol(ir} Control Protocol)

Phase 5.
PPPoE Configuration Setting

Figure 4. PPPoE Connection Process with MACRAW mode
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3.1 Socket 0 Open in MACRAW mode
CHE 7|9l PPPoE A4 A 4l ft 72Xl =t 42 +=HtCt. O] Application note

Ol A T3 St= PPPoE= MACRAW ZEE A3 2, MACRAW EEZ AF 082 opendiCt.

Table 2. Socket OPEN with MACRAW mode

/* PPPoE Setup */

#define Sn_MR_MACRAW 0x04

sock_num = 0; // The SOCKET use only the SOCKETO.

dummyPort = 0; // The source port for the socket, not used port number.

mflag = 0x40; // MAC filter enable in MACRAW

/* OPEN SOCKETO with MACRAW mode */
switch(getSn_SR(sock_num)
{
Case SOCK_CLOSED :
close(sock_num);
socket(sock_num, Sn_MR_MACRAW, dummyPort, mFlag);
break;

Case SOCK_MACRAW :

break;
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3.2 PPPoE Discovery Process
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A sent[4.PADS)], Go to the Next Phase :
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Figure 5. PPPoE Discovery Process

Table 3. PPPoE Discovery

/* PPPoE Discovery */
pppoe_state = PPPoE_DISCOVERY;
/* PPPoE Discovery : ppp_start() */
If((FLAG_DISCOVERY_RCV_PADA) == 0 | | (FLAG_DISCOVERY_RCV_PADS) == 0)
{
do_discovery(); // Send PADI massage using broadcast
pppoe_retry_send_count++;
}
pppoe_recv_count = 0;
while( ! FLAG_DISCOVERY_RCV_PADS &#& pppoe_recv_count < PPP_MAX_RETRYRECV_COUNT )// Not
receive PADS and time out

{

e
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delay_ms(20); // Delay 20 ms to give margin to receive response packet

pppoe_recv_count ++; // Count ppp_recv call for time out
received len = getSn_RX_RSR(sock_num) // Received packet length
if( received_len > 0) // If packet received
{
ppp_recv(received_len);// Receive packet and Parse process
if( FLAG_DISCOVERY_RCV_PADS )
pppoe_state = PPPoE_LCP; // Go to the next phase: PPPoE_LCP

/* PPPoE Discovery : ppp_recv(received_len) */

Case PPPoE_DISCOVERY :
If( PPPOE_PADO ) // PADO massage received

{
while( taglen ) // If tag length > 0

{

switch( tagname ) // Process Tags and making PADR massage
{
case SERVICE_NAME :
case HOST_UNIQ :
case AC_COOKIE :
// Making PADR massage
break;

}
taglen =- ppp_tag_len; // Length of all tags - length of each tag

}
ppp_send(); // Send PADR massage using unicast

}
else if( PPPoE_PADS ) // PADS massage received

{
// Session ID is used to whole connection process after PPPoE discovery process.
NAS_sessionid = received NAS session ID; // Save Session ID from NAS

pppoe_control_flag = pppoe_control_flag | FLAG_DISCOVERY_RCV_PADS;// Received PADS indicate

flag
}

Break;
e """
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Figure 6. PPP LCP Configuration Process

Application Note — PPPoE in MACRAW mode v1.0.0 11



@}Znet

Table 4. PPP LCP Configuration

/* PPP LCP Configuration : ppp_start() */

do_lcp_echo();// Send LCP Echo-Request

pppoe_retry_send_count++;// Count ppp_recv call for time out

pppoe_recv_count = 0;
while( ! FLAG_LCP_CR_RCV && pppoe_recv_count < PPP_MAX_RETRYRECV_COUNT )// Not receive
Configuration Request and time out
{

delay_ms(20); // Delay 20 ms to give margin to receive response packet

pppoe_recv_count ++;// Count ppp_recv call for time out

received_len = getSn_RX_RSR(sock_num);

if( received_len > 0)

{

ppp_recv(received_len); // Receive packet and Parse process

if (FLAG_LCP_CR_RCV ) pppoe_retry_send_count = 0;

if((pppoe_control_flag & FLAG_LCP_CR_RCV) == FLAG_LCP_CR_RCV)
{
do_lcp();// Send LCP Configuration-Request

pppoe_retry_send_count++;

pppoe_recv_count = 0;
while( ! FLAG_LCP_CR_SNT &#& pppoe_recv_count < PPP_MAX_RETRYRECV_COUNT )
{
delay_ms(20); // Delay 20 ms to give margin to receive response packet
pppoe_recv_count++;// Count ppp_recv call for time out
received_len = getSn_RX_RSR(sock_num);
if( received_len > 0)
{
ppp_recv(received_len); // Receive packet and Parse process
if( FLAG_LCP_CR_SNT )
{

- // Authentication protocol : PAP, Go to the next phase: PPPoE_PAP

Application Note — PPPoE in MACRAW mode v1.0.0 12
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if ( auth_protocol == PPPoE_PAP ) pppoe_state = PPPoE_PAP;

// Authentication protocol : CHAP, Go to the next phase: PPPoE_CHAP
else if( auth_protocol == PPPoE_CHAP ) pppoe_state = PPPoE_CHAP;

// Unknown Authentication protocol, Go to the failed state: PPPoE_FAILED
else pppoe_state = PPPoE_FAILED;

}
/* PPP LCP Configuration : ppp_recv(received_len) */

Case PPPoE_SESSION :
if( PPPOE_LCP )
Switch( ppp_code )
{
Case CONFIG_REQ :
getlen = all option length;
While( getlen )
{
opt_code = option code;
opt_len = option length;
Switch( opt_code )
{
Case LCP_MRU :
Case LCP_AUTH :
Case LCP_MAGICNUM :
// Parsing and making Config-Ack massage
break;
Default :
// Making Config-Reject massage
// and rej_idx += opt_len;
break;
}
getlen -= opt_len;
3
// Send Response message for Request message from NAS
If( rjt_idx ) // if any option is rejected, send reject message and then wait Config-Request
{

// Making Config-Reject massage and send

Application Note — PPPoE in MACRAW mode v1.0.0 13
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ppp_send();
}
else // Send Config-Ack, lcp_cr_rcv flag set

{
/1 Making Config-Ack massage and send

ppp_send();
}

Break;

Case CONFIG_ACK : // ack, then lcp_cr_sent flag set
FLAG_LCP_CR_SNT = 1; // Set flag

Break;

/* Notice : This part is not implemented. */
/* If necessary, please implement more for reply for request from NAS. */
/*
case CONFIG_REJ : //reject
break;
case ECHO_REQ : // Echo-Request
break;
*/
Default : break;
}
Break;

Break;

e
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3.4 PPP Authentication Process
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...............................................................

Figure 7. PAP Authentication Process

Table 5. PAP Authentication

/* PPP PAP Authentication */
/* PPP PAP Authentication : ppp_start() */
do_pap();// Send PAP Authentication-Request

pppoe_retry_send_count++;

pppoe_recv_count = 0;

While( ! FLAG_PAP_ACK_RCV && pppoe_recv_count < PPP_MAX_RETRYRECV_COUNT )// Not receive

Authenticate Ack and time out
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delay_ms(20); // Delay 20 ms to give margin to receive response packet

pppoe_recv_count ++;// Count ppp_recv call for time out

received len = getSn_RX_RSR(sock_num) // Received packet length
if( received_len > 0) // If packet received
{

ppp_recv(received_len); // Receive packet and Parse process

if( FLAG_PAP_ACK_RCV ) pppoe_state = PPPoE_IPCP; // Go to the next phase: PPPoE_IPCP

/* PPP PAP Authentication : ppp_recv(received_len) */

Case PPPoE_SESSION :
If( PPPOE_PAP )
{
If( codename == CONFIG_ACK ) FLAG_PAP_ACK_RCV = 1; // Set PAP Ack receive flag

Break;

Application Note — PPPoE in MACRAW mode v1.0.0 16
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3.4.2 CHAP (Challenge-Handshake Authentication Protocol)
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Table 6. CHAP Authentication

/* PPP CHAP Authentication */
/* PPP CHAP Authentication : ppp_start() */
pppoe_recv_count = 0;
While( ! FLAG_CHAP_SUC_RCV && pppoe_recv_count < PPP_MAX_RETRYRECV_COUNT ) )// Not receive
CHAP-Success and time out
{
delay_ms(20); // Delay 20 ms to give margin to receive response packet
pppoe_recv_count ++;// Count ppp_recv call for time out
received len = getSn_RX_RSR(sock_num) // Received packet length
if( received_len > 0) // If packet received
{
ppp_recv(received_len); // Receive packet and Parse process

if( FLAG_CHAP_SUC_RCV ) pppoe_state = PPPoE_IPCP; // Go to the next phase: PPPoE_IPCP

/* PPP CHAP Authentication : ppp_recv(received_len) */

Case PPPoE_SESSION :
If( PPPoE_CHAP )
{
Switch( chap_algorithm )
{
Case MD5 : // 0x05, using MD5 algorithm
Switch( codename )
{

Case 0x01 : // CHAP-Challenge
// MD5 Calculation CV and send CHAP-Response to NAS
ppp_send();
break;

Case 0x03 : // CHAP-Success
FLAG_CHAP_SUC_RCV = 1;
break;

Case 0x04 : // CHAP-Failed

Default : break;

}

break;
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/* Notice : This part is not implemented. */
/* If necessary, please implement more for the other CHAP algorithm */
/*
Case MS_CHAP : // 0x80
Case MS_CHAP_V2 // 0x81
break;
*/

Default : break;

Break;

e
Application Note — PPPoE in MACRAW mode v1.0.0 19



@}Znet

3.5 PPP IPCP Configuration Process

IP protocolOf| A A2 |P, Gateway, DNS addressS2| FAE 2 SotC}
<Notice>
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.\‘
_ NAS
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Figure 9. PPP IPCP Configuration Process
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Table 7. PPP IPCP Configuration

/* PPP IPCP Configuration */
/* PPP IPCP Configuration : ppp_start() */
pppoe_recv_count = 0;
While( ! FLAG_IPCP_CR_RCV && pppoe_recv_count < PPP_MAX_RETRYRECV_COUNT )
{
delay_ms(20); // Delay 20 ms to give margin to receive response packet

pppoe_recv_count ++;// Count ppp_recv call for time out

received len = getSn_RX_RSR(sock_num) // Received packet length
if( received_len > 0) // If packet received
{

ppp_recv(received_len); // Receive packet and Parse process

3
if( FLAG_IPCP_CR_RCV )
{

do_ipcp();

pppoe_retry_send_count++;

pppoe_recv_count = 0;
While( ! FLAG_IPCP_CR_SNT &#& pppoe_recv_count < PPP_MAX_RETRYRECV_COUNT )
{
delay_ms(20); // Delay 20 ms to give margin to receive response packet
pppoe_recv_count ++;// Count ppp_recv call for time out
received len = getSn_RX_RSR(sock_num) // Received packet length
if( received_len > 0) // If packet received
{
ppp_recv(received_len); // Receive packet and Parse process
if ( FLAG_IPCP_CR_SNT )
{
/1 PPPoE Configuration setting
set_pppinfo(NAS_mac, pppoe_ip, NAS_sessionid);
/1 Return PPPoE Connection success

ret = PPP_SUCCESS;

- )

Application Note — PPPoE in MACRAW mode v1.0.0
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/* PPP IPCP Configuration : ppp_recv(received_len) */

Case PPPoE_SESSION :
If( PPPoE_IPCP )
{

Switch( codename )
{
Case CONFIG_REQ :
Case CONFIG_NAK :
getlen = all option length;
While( getlen )
{
opt_code = option code;
opt_len = option length;
Switch( opt_code )
{
Case 0x02 : // IP compression
Case 0x03 : // IP address
// Parsing and making Config-Ack massage
// Save assigned IP address
break;
/* Notice : This part is not fully implemented. */
/* If necessary, please implement more for DNS or etc.*/
default :
// Making Config-Reject massage
// and rej_idx += opt_len;
break;
}
getlen -= opt_len;
3
// Send Response message for Request message from NAS
If( rjt_idx ) // if any option is rejected, send reject message and then wait Config-Request
{
// Making Config-Reject massage and send
ppp_send();

}
else // Send Config-Ack, lcp_cr_rcv flag set

Application Note — PPPoE in MACRAW mode v1.0.0 22
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/1 Making Config-Ack massage and send
ppp_send();
FLAG_IPCP_NAK_RCV = 1;
}
break;
Case CONFIG_ACK : // Ack, then ipcp_cr_snt flag set
if( flag_ipcp_nak_rcv ) FLAG_IPCP_CR_SNT = 1;

break;

Break;
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3.6 PPPoE Configuration Setting Process

PPPoE connection2S 2|8l Socket 02 MACRAW modeZ opendt ZXX| |P, MAC address,
Session IDE NASZHEH 2 = CHRI[0| 7|FotCl. O = 27US PPPoEZR AFESH?| 2|4l
MR 2{| X|AEf(Common Mode Register)S PPPoEZ sl =1 opendst™ O MEE ALEX=
PPPOEE 0|8% =+ UA ECt

T 7|= PPPoE HZO0| 48X 2 O|ROX|H AZO| X[&S 28 H/W EX22 FoE
LCP Echo RequestE TimerO g%l ZF7|0tCt NASZ &Lt O [ Timere| F7|=

PTIMER ZX| 2Bl 48S S8 =2 7hs5dttt.

Table 8. PPPoE Configuration Setting

/* PPPoE Configuration Setting */

#define PTIMER (COMMON_BASE + 0x0028)
#define Sn_MR_MACRAW  0x04

#define Sn_CR_OPEN  0x01

i=0; // index for ‘for’ statement

/* Set PPPoE bit in MR(Common Mode Register) : Enable Socket 0 PPPoE */
IINCHIP_WRITE(MR,INCHIP_READ(MR) | MR_PPPOE);

/* Set PPPoE Network information */

for (i = 0; i < 6; i++) IINCHIP_WRITE((Sn_DHAROQ(0)+i), mac[i]); // NAS MAC address
for (i = 0; i < 4; i++) IINCHIP_WRITE((Sn_DIPRO(0)+i), ip[i]); // Assigned IP address
IINCHIP_WRITE((Sn_DPORTO(0)), (uint8)(sessionid >> 8)); // Session ID
IINCHIP_WRITE((Sn_DPORTO0(0)+1), (uint8)sessionid);

setSn_IR(0, getSn_IR(0));

/* Set PPPoE Timer */
IINCHIP_WRITE(PTIMER,200); // 5 Sec timeout
/* Open Socket in PPPoE mode */
IINCHIP_WRITE(Sn_MR(0),Sn_MR_MACRAW);
IINCHIP_WRITE(Sn_CR(0),Sn_CR_OPEN);
while( IINCHIP_READ(Sn_CR(0)) );

wait_1us(1);
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4 Demonstration

CHZ2 MACRAW E2EO|M T E PPPoE Protocoldt W5100SE
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PPPoE Configuration Setting Process2| 1t’H O]
NASE LCP Echo RequestE A& 2 HU GZZ ||t

OpX|22 2 PPPoE HZO|

W7100A Net Config Information

MAC ADDRESS IP : 00.08.dc.11.22.33
SUBNET MASK : 255.255.255.000
G/W IP ADDRESS : 192.168.001.001
LOCAL IPADDRESS : 000.000.000.000

PHASE 0. Socket 0 Open with MACRAW mode
PHASE 1. PPPoE Discovery

PHASE 2. PPPoE LCP
PHASE 3. PPPoE PAP
PHASE 4. PPPoE IPCP
PHASE 5. PPPoE Socket open

<<<< PPPoOE Success »>>>
Assgined IP address : 192.168.200.046

Figure 10. Serial Terminal capture of PPPoE Demonstration
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3.6

Source . Destination IProtocoI |Into

CadmusCo_58:%h:3e wiznet_11:22:33 PPPOED  Active Discovery offer (PADO) AC-Name='WIZNET-WN74wlS6'
wiznet_11:22:33 CadmusCo_58:9b:3e PPPOED  Active Discovery Request (PADR)
CadmusCo_58:8h:3e wiznet_11:22:33 PPPOED  Active Discovery Session-confirmation (PADS)
wiznet_11:22:33 CadmusCo_58:9b:3e PPP LCP Echo Request

CadmusCo_58:9h:3e wiznet_11:22:33 PPP LCP Configuration Request
wiznet_11:22:33 CadmusCo_58:9b:3e PPP LCP Configuration Ack
wiznet_11:22:33 CadmusCo_58:9b:3e PPP LCP Configuration Reguest
CadmusCo_58:9h:3e wiznet_11:22:33 PPP LCP Configuration Ack
wiznet_11:22:33 CadmusCo_58:9b:3e PPP PAP Authenticate-Request
CadmusCo_58:%h:3e wWiznet_11:22:33 PPP PAP Authenticate-ack
CadmusCo_58:9h:3e wWiznet_11:22:33 PPP IPCP Configuration Reguest
wiznet_11:22:33 CadmusCo_58:9b:3e PPP IPCP Configuration Ack
wiznet_11:22:33 CadmusCo_58:9b:3e PPP IPCP Configuration Request
CadmusCo_58:9b:3e wiznet_11:22:33 PPP IPCP Configuration Nak
wiznet_11:22:33 CadmusCo_58:9b:3e PPP IPCP Configuration Request
CadmusCo_58:9b:3e wiznet_11:22:33 PPP IPCP Configuration Ack
wiznet_11:22:33 CadmusCo_58:9b:3e PPP LCP Echo Request

CadmusCo_58:9h:3e wiznet_11:22:33 PPP LCP Echo Reply

wiznet_11:22:33 CadmusCo_58:9b:3e PPP LCP Echo Reguest

CadmusCo_58:9h:3e wiznet_11:22:33 PPP LCP Echo reply

|

Figure 11. PPPoE Connection Process - Packet Capture
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